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Implementing verifier component in network application for efficient Multi-Key Shuffle Argument
For a fast start, go to section “Configuration” > “Set Notebook Context and Kernel”.

See
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[BlinzDraft23] Biinz, B., Raykova, M., & Sarathy, J. (2023, Draft). Efficient Multi-Key Verifiable Shuf-

fles from Short Arguments for Randomized Algorithms.

for Shuffle Argument and

[Blinz18] Biinz, B., Bootle, J., Boneh, D., Poelstra, A., & Maxwell, G. (2018). Bulletproofs: Short proofs
for confidential transactions and more. In 2018 IEEE Symposium on Security and Privacy (SP) (pp.

315-334). IEEE.

for Inner Product argument.

Configuration options:

Crypto & Protocol

- interactive: Whether to use interactive protocol or Fiat-Shamir transform

- useInnerProductProtocol: Whether to use the communication-cost-efficient inner product
protocol

- rngMethod: “OpenSSL”, “ExtendedCA”, ... (All of Mathematica’s options)

- fixedNUMSRandomSeed: Fixed random seed which will be used for calculating the generators
for Pedersen Commitments

- securityPolicy: required minimum bits for Elliptic Curve and ElGamal primes

- setupsPermitted: selection of setups that are accepted for verification (additionally, entropy
policy has to be fulfilled)

By Application of Prover’s Setup

- useElGamal: Choose between El Gamal and Elliptic Curve Cryptography (only EC is imple-
mented; configuration option left for demonstration of El Gamal

setup)

- p, q, (implicit: cofactor), g: Trapdoor  Function /  Schnorr

Group
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- p, Ngc, hege, (implicit: q), agc, bec, g: Trapdoor Function / Elliptic Curve (Weier-
strass representation)

Network, Communication & Environment

- myId: Choose a name that identifies the verifier. Could be replaced by a public key if a public key
infrastructure was implemented

- proverId: ID of prover

- room: “address” of the proof and where messages are routed over

- roomPassword: password needed to access the room

- inspectionEnabled: Publish variables to Inspector for educational pur-

poses

- routerConfig: Connection to message router and inspector

- uselLocalRouter: Whether to use a self-hosted local router instance or a public router server
on the internet

- fiatShamirSingleKernel: Set to True when using a mathematica test license (which allows
only one kernel to be run simultaneously) and not running prover and verifier on different machines
- verifierKernelName: Name of kernel this notebook shall be run on if fiatShamirSingleKernel
=False

- verbosity settings: Setverbosity levels for different components

Prover’s Notebook: “MultiKeyShuffle-Prover.nb”

Start the router and inspector before running this notebook when using a local router:
$ python3 RoomServer.py

To get live inspection, visit http://localhost:11080 when running your local server or http-
s://aaronkimmig.de/crypto-insight if you want to use the standard external server.

Reset - Clean up Notebook, Clear states

If fiatShamirSingleKernel is set in section “Configuration” run CLEAR ALL after the prover’s
notebook has been run and before this notebook is being executed!

CREATE NEW KERNEL IF NEEDED:
Menu > Evaluation > Kernel Configuration Options > Add > Name: Verifier > OK

The following helper actions are useful for cleanup and debugging. They are not required to
correctly execute the protocols.

CLEARALL
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mn[-1:= | FrontEndTokenExecute["DeleteGeneratedCells"];
Print["Deleted all generated output cells"];

Print["Quit Kernel"];

Quit[];

Deleted all generated output cells

Quit Kernel

LEAVE ROOM (Can only be executed after initialization)

in[-1:= | SendVariables["Router", {"__leave_room__" - True}];

WaitForVariable["__leave_room__", "Router"]

RECONNECT (Can only be executed after initialization)

in[-]:= | (*Reconnect with new socketx)
router = ConnectToRouter [routerConfig, True];

CLEAR SAVED STATES (Can only be executed after initialization)

StateMachineClear[];

Configuration

Set Notebook Context and Kernel

- Using a payed license?

- YES: On your first run, make sure the kernel for the prover has been created: Menu > Evaluation >
Kernel Configuration Options > Add > Name: Prover > OK

- NO: set option fiatShamirSingleKernel = True and read the instructions in the comment above it.

- To run the whole notebook, place the cursor into this cell, press “Shift-Enter” and click “Yes” to
evaluate the whole notebook. Select “No” to only evaluate this cell. Go on to the next cells to run

them one by one with “Shift-Enter”.

- To clean up the notebook and start with a new run, execute the first cell (“Shift-Enter”) in section
“Reset”. Re-evaluating cells is possible because a state machine allows protocol rewinding.

Re-evaluate after changes
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In[325]:=

(*Whether to run notbook on default kernel.

Useful with Mathematica Test License where only a single kernel can be run at a time.

Remark: Running the interactive protocol is not possible on a single kernel!

Also apply this setting to the prover and run it before the verifier.

Quit Kernel after prover has been run and before verifier is started!

interactive = False has to be set in the configuration.x)

fiatShamirSingleKernel = False; (xDefault: Falsex)

(xName of kernel this notebook should be run on.

Does not take effect if fiatShamirSingleKernel = True (the notebook will then be run on Kernel

verifierKernelName = "Verifier"; (xDefault: "Verifier"sx)
(#=== don't change between here >>> ===%)
(*Contextx)

Print ["Setting Cell Context to Notebook only"]

SetOptions [EvaluationNotebook[],CellContext-Notebook] ;

(*Kernelx)

kernelName = If[fiatShamirSingleKernel,"Local",verifierKernelName];

(*Make sure that a kernel with this name has been created via Menu-Evaluation-sKernel Configur
SetOptions [EvaluationNotebook[],Evaluator-kernelName] ;

Print["Evaluating on Kernel named \""<>kernelName<>"\""]

(*=== <<< and here ===x)

Setting Cell Context to Notebook only

Evaluating on Kernel named "Verifier"
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Crypto & Protocol

in[s]l:= (*Whether to use the interactive protocol or apply Fiat-Shamir transform: True/Falsex)
interactive = True;
(*Whether to use the inner product protocol for logarithmic communication cost; set to True if
useInnerProductProtocol = True; (xDefault: Truex)
(*How random numbers should be generated, choose from
"ExtendedCA" (built-in pseudo random number generator) or
"OpenSSL", (cryptographic random number generator from OpenSSL)
(»to be implemented: "DevRandom" (use system entropy from /dev/random) )
This setting is automatically set to "ExtendedCA" if a fixed random seed is used for the verif
rngMethod = "OpenSSL"; (xDefault: "OpenSSL"x)
(*Fixed random seed which will be used for calculating the generators for Pedersen Commitments
fixedNUMSRandomSeed = 314159000001; (xDefault: 314159000001+ )
(xSpecify minimum bits for group elements and scalarsx)
securityPolicy = <|
"EC"><|"group"-»256,"scalar"-»256|>,
"ElGamal"-<| "group"-2048, "scalar"-256 |>
[>5
(»specify selection of setups that are accepted for verification; empty to allow all
Additionally, entropy policy has to be fulfilledx)
setupsPermitted = «|
(xonly support secp256klx)
"EC"><|
"SECP256K1"-<|
"curve_representation"-"Weierstrass",
"a_EC"-0,
"b_EC"-7,
"p"-»27256-2"32-2/9-2/8-2"7-2"6-2"4-1,
"h_EC"->1
>
|>:
(»support all setups that conform to entropy policyx)
"ElGamal"-<| |>
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Network, Communication & Environment

In[14]:=

(*Unique IDx)

myId = "Alice-Shuffle-Ver";

(*ID of proverx)

proverId = "Bob-Shuffle-Pro";

(*Room the communication is routed overx)

room = "BobsBPShuffle2";

roomPassword = "mediumBPShuffle";

(*Enable/Disable publishing (secret) variables to Inspector for educational purposesx)

inspectionEnabled = True; (x*Default: Truex)

(xConnection to routerx)

useLocalRouter = False;

routerConfig = «|
"Host"-»If[useLocalRouter,"127.0.0.1",TextString [HostLookup ["aaronkimmig.de"][1] 01111,
"Port"-25080,
"Password"-"Drehkreuz64",
"ConnectionPassword"-"Call me Alice"

>3

(*Verbosity Levels: 0, 1, 2x)

stateMachineVerbosity = 0;

fiatShamirVerbosity = 0;

Initialization and Setup

Symbolize all Variables with Special Appearance

In[23]:=

(xLoad notation package for pretty variablesx)
Needs ["Notation™ "]
SymbolQ = MatchQ[#, t_Symbol /; AtomQ[t]] &;

If[SymbolQ[guard,,mosze ] »

Print["Special symbols already set up"],
(*Else: Symbolize variables with special appearancex)

Symbolize[ guar‘dsymboh._ze ];

(*Elliptic curvex)

Symbolize[ Ele ];

Symbolize[ bec ];

Symbolize[ hec ];

Symbolize[ Ngc ];

(*generatorsx)

Symbolize[ g ];

(»public input and output values to shuffle argumentx)

Symbolize[ h ];

Symbolize[ b ];



Symbolize[ T ];
Symbolize[ d ];
Symbolize[
Symbolize[
Symbolize[

[

[
Symbolize
Symbolize

Symbolize[ a ];

(xhelper scalars and vectorsx)

Symbolize[ ;E ];

Symbolize

I—‘:l‘
[ —

Symbolize

Symbolize

Symbolize| y~ ]

| v

[

[
Symbolize[ vt ]

[v*

[

Symbolize

E

(»shuffle protocolx)

Symbolize

Js

Js
Js

Symbolize
Symbolize

Ag,n

Symbolize| Ag 4

Symbolize| A, ],
Symbolize| S, ]

Symbolize| Sg ]

| &
| &
K
ize[ Aun |
ize[ Ao |
symbolize| Ar,c |;
[ Aea ]s
[
[
[
[

Symbolize| Sg,p ]
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Symbolize| Sg, . ];

Symbolize| Sg 4 ];

Symbolize
Symbolize
Symbolize

Symbolize t ];

[
[
[
[
[
[
[
Symbolize
[
[
[
[
[
[
[
[

Symbolize| uj ];
Symbolize| u, ];
Symbolize| pu. ];
Symbolize| pq4 ];
Symbolize| P, ];
Symbolize| Py ];
Symbolize| P ];

].

Symbolize[ Py |s
(*PR protocolx)
Symbolize[ Ay ];

Symbolize| Sy ];
Symbolize
Symbolize

Symbolize

Symbolize
Symbolize

Symbolize

Symbolize

[
[
[
[
[
Symbolize[ i
[
[
[
[
[

]
Symbolize| py ];
Symbolize[ P, ];

(»inspectionx)
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Symbolize[ 7t ];
(*Symbolize[ oy ];*)
Symbolize[ Ow ];

Symbolize| a, ];

Symbolize| az |;
symbolize| s, |;
Symbolize| Sy
Symbolize| pn |;
Symbolize| pp
Symbolize| p. |;

Symbolize 1;

[
[ & ]
[= ]
[ = ]
[ o]
[ ]
[~ ]
Symbolize[ 1, ];
[ %]
=
B
[+ ]
[+ ]
[ =]

Symbolize| r; |;
Symbolize| r; |;
Symbolize| t3 |;
Symbolize| ts |;
Symbolize| t3 |;

Symbolize[ Ts ];
(»inspection: PRx)

Symbolize[ 5;] ];
Symbolize| ap
Symbolize| s_,
Symbolize

Symbolize| ay ]

e

Symbolize

Symbolize
Symbolize
Symbolize
Symbolize

[
[
[
[
[
Symbolize[ Yu ];
[
[
[
[
[

Symbolize
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Symbolize[ To,u ];

Symbolize[ Tx,u ];

(*inner product protocolx)
Symbolize[ n, ];

Symbolize| npo,2 ];
Symbolize g ]

Symbolize| ugp ]

Symbolize
Symbolize
Symbolize
Symbolize
Symbolize| P,

Symbolize| P;

c
Symbolize| P}
Symbolize| P,
Symbolize| Py
Symbolize| Py

Symbolize

Pw
Symbolize
Symbolize

Symbolize| P,

Symbolize| P, 4

Symbolize| P,y ] (*PR*)
Symbolize| Ppext,n ];

Symbolize

I:'netb 3

Symbolize

Pnetc B

Symbolize

Symbolize (*PRx)

Pnext W

E
E
Prext,d |3
E

Symbolize

& s
].

Symbolize

[
[
[
[
[
[
[ %
[
[
[
[
[
[
[
Symbollze[ P
[
[ =
[ =
[
[
[
[
[
[
[
[
[
¢



Symbolize

lo]

Symbolize

ml
=
=
—

Symbolize

G\

Symbolize
Symbolize
Symbolize
Symbolize
Symbolize
Symbolize
Symbolize
Symbolize
Symbolize
Symbolize

Symbolize

Symbolize
Symbolize
Symbolize
Symbolize
Symbolize
Symbolize
Symbolize hi ],
Symbolize
Symbolize
Symbolize
Symbolize
Symbolize

Symbolize| Ly,

[
[
=
[
[
[
[
=
[ =
E
[ B
[ B
=
[
Symbolize| € ]-
[ @
[ G
=
[
[®
[ B
[ o
2=
[
[
[
[
[
[

Symbolize| L, ]
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Symbolize| L, ],
Symbolize| L, . ],
Symbolize| L, 4 ],
Symbolize| L,y ] (*PR*)
Symbolize| Rj ],
Symbolize| R, ],
Symbolize| R, ],
Symbolize| Ry ],
Symbolize| Ry ] (*PR=*)
Symbolize| R;,p ],
Symbolize| R, ],
Symbolize| R, ],
Symbolize| R;,q4 ],
Symbolize| R,y ] (*PR=*)

Symbolize| u, ]
Symbolize
]
be |3
e |
Symbolize| ag,u ] (*PRx)
Symbolize| bgy ] (*PRx)
Symbolize| cq,y ] (*PRx*)
Symbolize ]
Symbolize ]
Symbolize| By ],
Symbolize| Cq ]
Symbolize ]
Symbolize
Symbolize
Symbolize

Symbolize| Pg 4

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
| -
Symbollze[ an
[
=
[
[
[
[
[
[
[
[
[ P
[ P
[
[
[

E
E
Poc |3
E
E

Symbolize| Pg,y
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(»inspectionx)

Symbolize[ A
Symbolize
Symbolize

Symbolize

Symbolize

Symbolize| ajq,u ];(*PR*)

Symbolize| ap; ];(*PR*)

Symbolize| by ];(*PR*)

[
[
[ B
=0
[
Symbolize[ 3y |; (+PRw)
[ 2
[ 3w
[ B
[ Bre

Symbolize| b,y ];(*PR*)

Symbolize[ bhi,w ];(*PR*)

Print ["Finished setting up special symbols"]

s

Finished setting up special symbols

Apply Configuration, Load Libraries, Set up Network and Communication

In[26]:=

Re-evaluate after changes to configuration

(*Check Configurationx)
If [fiatShamirSingleKernel,
If[interactive,
Print["fiatShamirSingleKernel only works with Fiat-Shamir activated, but it is not. F¢
interactive = False;
15
15
(*Load ElGamal librarysx)
Print ["Looking for SchnorrPrimes library: "<>TextString[FindFile["SchnorrPrimes™"]]1];
Needs ["SchnorrPrimes™ "] ;
(*Load Elliptic Curve libraryx)
Print["Looking for elliptic curve library with overloaded + and * operators (ECOverloaded): "-
Needs ["ECOverloaded™ "] ;
(*Load Sigma Tools librarysx)
Print ["Looking for Sigma Protocol Tools library (SigmaTools): "<>TextString[FindFile["SigmaTo
Needs ["SigmaTools™ "] ;
(*Fiat-Shamirx)
If[interactive,

semanticsOfRandomChallenge = "Random Challenge";
Print["Interactive mode. Sending challenge values to prover. Not using Fiat-Shamir heurisi
(*Elsex)

semanticsOfRandomChallenge = "Fiat-Shamir transform\nof Random Challenge";
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Print["Looking for Fiat-Shamir library (FiatShamir): "<>TextString[FindFile["FiatShamir"
Needs ["FiatShamir™ "] ;
Print["Non-interactive mode. Using Fiat-Shamir heuristic."]

15

(*Verification success/failurex)

VerificationSucceeded[] := Module[{},
SendVerificationSucceeded[];

Print["Verification succeeded."]

1

VerificationFailed[reason_String] := Module[{},
SendVerificationFailed[reason];

Print["Verification failed: "<>reason];
FrontEndTokenExecute["EvaluatorAbort"]

1

(*Inspectionx)

InspectionSucceeded[] := Module[{},

SendInspectionSucceeded[];
Print["Inspection succeeded."]

1

InspectionFailed[reason_String] := Module[{},
SendInspectionFailed[reason];

Print["Inspection failed: "<>reason];

1

(*General Errorx)

Error[reason_:""] := Module[{},
Print[If[reason=="","Error.","Error: "<>reason]];
FrontEndTokenExecute["EvaluatorAbort"]

1

(*Random Number Generatorx)

SetRNGMethod [rngMethod] ;

SetFixedRandomSeeds [False] ;

SeedRandom [Method-rngMethod] ;

SetStateMachineVerbosity [stateMachineVerbosity];

SetFiatShamirVerbosity[fiatShamirVerbosity] ;

(xCommunication setupx)

SetMyRole[If[interactive,"InteractiveVerifier","Verifier"]];

SetMyId[myId];

SetRoom[room] ;

SetInspection[inspectionEnabled];

(*Network: set up connection to router / don't force reconnection / force authorizationx)

router = ConnectToRouter[routerConfig, False, True];

StateMachineClear([];

If[interactive,

(*Interactivex)
(*Network: join room for interactive verificationx)
roomConfig = {
"password"-roomPassword,
"ownership_type"-"creator",
"ids_allowed"-{proverId, myId},
"role_restrictions"-{proverId-"Prover", myId-"InteractiveVerifier"},
"creator"-proverld,
"wait_if_non_existing"-{"timeout"-90},
"external_keys"-{
" verification_result_",
_inspection_request_",
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_inspection_result_

15
roomInfo = JoinRoomAndWaitUntilComplete [roomConfig];
memberIds = roomInfo["members"];
(*Verify room and memberssx)
If[Length[memberIds]#2,

Print["Assertion failure: Expecting two members in room
(*Else Ifx)
If[! (memberIds[1]=-myId & memberIds[2]--proverId) && ! (memberIds[1]-=-proverId && memberId
'"<>room<>"" but members are

"<>room<>""' but members are

Print["Assertion failure: Expecting to be member of room

11
15
StateMachineSave["Init"];

Looking for SchnorrPrimes library:
C:\Users\Aaron\AppData\Roaming\Mathematica\Applications\SchnorrPrimes.wl

Looking for elliptic curve library with overloaded + and x operators (ECOverloaded):
C:\Users\Aaron\AppData\Roaming\Mathematica\Applications\ECOverloaded.wl

Looking for Sigma Protocol Tools library (SigmaTools):
C:\Users\Aaron\AppData\Roaming\Mathematica\Applications\SigmaTools.wl

Interactive mode. Sending challenge values to prover. Not using Fiat-Shamir heuristic.

Network connection to router:

IW Foreign IPAddress: 5.189.143.94 Foreign Port: 25080 Protocol: TCP (Client)

SocketObject[
B UUID: 752f5657-d717-4213-9093-25fb2d920a87

Authorizing, waiting for confirmation ...

Waiting to receive __authorize__

Handling Event: success: __authorize__ (Router): Authorization successful

Sending message:

InteractiveVerifier@Alice-Shuffle-Ver:Router:BobsBPShuffle2:json:{"__join_room__":{"
password":"mediumBPShuffle", "ownership_type":"creator"”,"ids_allowed": ["Bob-Shuffle-Pro","

Alice-Shuffle-Ver"],"role_restrictions": {"Bob-Shuffle-Pro":"Prover","Alice-Shuffle-Ver":"

InteractiveVerifier"},"creator":"Bob-Shuffle-Pro","wait_if_non_existing":{"timeout":90},"

external_keys": ["_verification_result_","_inspection_request_","_inspection_result_"]}}

Joining room 'BobsBPShuffle2'. Waiting for
confirmation and for all members to have joined to room ...

Waiting to receive __join_room__, __room_complete_ _
Handling Event: success: __join_room__ (Router): Joined room 'BobsBPShuffle2'’

Handling Event: success: __room_complete__ (Router):
Event Data: <|Length:1|>
Keys: {__room_complete__, _Message, _Valid, _SenderRoleAtId,
_SenderRole, _SenderlId, _ReceiverRoleAtId, _ReceiverRole, _Receiverld,
_UniqueKey, _Room, _DataFormat, _Data, _UnderscoreVarsl, _UnderscoreVars2}

Trapdoor Function: El Gamal or Elliptic Curve

In[52]:=

Get and apply setup of crypto algorithm from prover.

StateMachineRestore["Init"];
If[!interactive,
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(*Non-interactivex)
SendVariables["Inspector"”, {"__get_public_room_info__"-True,"__room_password__"-roomPassw
roomInfo = WaitForVariable[" __get_public_room_info__"];
proof = Join[roomInfo["proof"]];
(*Check if proof is finishedx)
If[!KeyExistsQ[proof,If[useInnerProductProtocol,"be","rvec"]<>":Provere"<>EscapeColonsAnd
Print[
"Info: The prover has not yet added all required variables to the proof. "<>
"Won't be able to do complete verification. Currently knowing: "<>
ToString[Keys [proof] ]

15

proof["_cost"] = Map[#["entropy"]&,Select[roomInfo["variable _meta"], KeyExistsQ[#, "entrc
EnqueueAsUnreadVariables [proof] ;

(*variables will now be accessible via WaitForProversVariablex)

15

setupParameters = WaitForProversVariable["setup"];

(*Assertionsx)

If[setupParameters["room"] # room, Error["Assertion failure: prover's room "<>setupParameters

If [setupParameters["prover"] # proverId, Error["Assertion failure: prover's id "<>setupParame

If[interactive, If[setupParameters["verifier"] # myId, Error["Assertion failure: verifier id

If[setupParameters["interactive"] # interactive, Error["Assertion failure: interactivity "<>T

n = setupParameters["n"];

If[!IntegerQ[n] || n < @, Error["Assertion failure: prover's number of elements to be shuffle

If[!interactive &% setupParameters["nums_seed"] # fixedNUMSRandomSeed, Error["Assertion failu

(*Trapdoor functionx)

encryptionMethod = setupParameters["encryption_method"];

useElGamal = (encryptionMethod == "ElGamal") ;

CheckSetup [setupType_String] := Module[{permitted, permitted2, requiredValue},
If[!MemberQ[setupsPermitted, setupType], Return[True]];
If[Length[setupsPermitted[setupType]] == @, Return[True]];
permitted = False;

Scan[Function[ {setupName},
permitted2 = True;
Scan[Function[ {configKey},
If[!MemberQ[setupParameters, configKey], permitted2 = False; Return[]];
requiredvValue = setupsPermitted[setupName] [configKey];
If[ListQ[requiredValue], requiredValue = ecPnt[requiredValue[1], requiredValue[2]
If[setupParameters[configKey] # requiredValue, permitted2 = False];
1, Keys[setupsPermitted[setupName]]];
If[permitted2,
Print["Prover's "<>setupType<>" setup matches "<>setupName<>" which is permitted"
permitted = True;
15
1, Keys[setupsPermitted]];
If[permitted,
True
(xElsex) ,
VerificationFailed[setupType<>" configuration does not match any of the ones permitte
False

1
If[useElGamal,
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CheckSetup["ElGamal"];
(*p, g, 8*)

p = setupParameters["crypt_p"];
h = setupParameters["crypt_h"];
g = setupParameters["crypt_g"];

a=(p-1) / h;
pBits = Length[IntegerDigits[p,2]1];
gBits = Length[IntegerDigits[q,2]];
modq = Mod[#,q]&;
modinvg = ModularInverse[#,q]&;
powermodq = PowerMod[#1,#2,q]&;
modp = Mod[#,p]&;
modinvp = ModularInverse[#,p]&;
powermodp = PowerMod[#1,#2,p]&;
Print[Grid[{
{"p is prime",PrimeQ[p]},
{"bits of p",pBits},
{"q is prime",PrimeQ[q]},
{"bits of q",qBits},
{"bits of cofactor",Length[IntegerDigits[h,2]]},

{“cofactor * q 2 p - 1",h*q=p—1},

{“gq ;p 1",PowerMod[g,q,p]==1}
},Alignment—){ {Left,Left}}, Fr‘ame—»All] ] 8

(»Selection of security and sanity checksx)
If[!PrimeQ[p],VerificationFailed["Non-prime Schnorr group modulus p"]1];
If[!PrimeQ[q],VerificationFailed["Non-prime subgroup order q"]1];
If[!IntegerQ[h],VerificationFailed["Non-integer cofactor p/q"]11;
If [KeyExistsQ[setupParameters, "entropy_ parameters"],
entropyParameters = setupParameters["entropy_parameters"];
If[pBits < entropyParameters["group"],Print["Warning: number of bits of p is smaller -
If[gBits < entropyParameters["scalar"],Print["Warning: number of bits of q is smaller
(xElsex) ,
entropyParameters = <|"group"-qgBits,"scalar"-»qBits|>;
15
If [KeyExistsQ[setupParameters, "security_parameters"],
securityParameters = setupParameters["security_parameters"];
If[pBits # securityParameters["group"],Print["Warning: number of bits of p does not m
If[gBits # securityParameters["scalar"],Print["Warning: number of bits of q does not
(*Elsex) ,
securityParameters = <|"group"-pBits,"scalar"-qBits|>;
15
If[securityParameters["group"] < securityPolicy["ElGamal"] ["group"],VerificationFailed["S
If[securityParameters["scalar"] < securityPolicy["ElGamal"] ["scalar"],VerificationFailed [
SetCostSpecification[securityParameters];
(xElsex),
CheckSetup["EllipticCurve"];
(xSet up and check Elliptic Curvex)
If[encryptionMethod # "EllipticCurve", Error["Setup Error: unknown encryption method "<>e
curveRepresentation = setupParameters["crypt_curve_representation"];
If[curveRepresentation # "Weierstrass", Error["Setup Error: Unsupported Elliptic Curve rej
(*EC modulusx)
p = setupParameters["crypt p"];
(*linear coefficientx)
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E

agc = setupParameters["crypt_a"];
(xconstant coefficientx)
bgc = setupParameters["crypt_b"];
(*number of points on elliptic curvex)
ngc = setupParameters["crypt_n"];
(xcofactorx)
hgc = setupParameters["crypt_h"];
(*group modulusx)
q = Ngc / hecs
(»standard generator pointx)
g = setupParameters["crypt_g"1;
pBits = Length[IntegerDigits[p,2]];
gBits = Length[IntegerDigits[q,2]];
If [KeyExistsQ[setupParameters, "entropy_parameters"],
entropyParameters = setupParameters["entropy_parameters"];
If[pBits < entropyParameters["group"],Print["Warning: number of bits of p is smaller -
If[gBits < entropyParameters["scalar"],Print["Warning: number of bits of q is smaller
(xElsex),
entropyParameters = <|"group"-qBits,"scalar"-»qBits|>;
15
If [KeyExistsQ[setupParameters, "security_parameters"],
securityParameters = setupParameters["security_parameters"];
If[pBits + 1 (xsign bitx) # securityParameters["group"],Print["Warning: Security pare
If[gBits # securityParameters["scalar"],Print["Warning: Security parameters: Number o
(xElsex) ,
securityParameters = <|"group"-pBits+1(xsing bitx),"scalar"-»qgBits|>;
15
setEC[ecCurve [agc,bec, {P>hec}]];
compressPoint [point_ecPnt] := point[1] + If[point[2] > p/2, 2”pBits, 0];
modq = Mod[#,q]&;
modinvg = ModularInverse[#,q]&;
powermodq = PowerMod[#1,#2,q]&;
Print [Grid [{
{"p is prime",PrimeQ[p]},
{"bits of p",pBits},
{“|nEc - (p+1) | <= 21[522;\n(n5c = number of points on EC)\n(Hasse's Theorem on ECs) ",
{"q is prime",PrimeQ[q]},
{"bits of q",qBits},
{"hec" s hec}s
{"hn * q Z Nec",Nec * q == nx};

{"qg = 0",q % g = O}
},Alignmente{{Left,Left}},FrameaAll]];

(xSelection of security and sanity checksx)

If[!PrimeQ[p],VerificationFailed["Non-prime EC modulus p"]];
If[!PrimeQ[q],VerificationFailed["Non-prime group order q"]1];
If[!IntegerQ[hgc],VerificationFailed["Non-integer cofactor hgc := ngc/q"]11;
If[securityParameters["EC"] ["group"”] < securityPolicy["group"],VerificationFailed["Securi
If[securityParameters["EC"] ["scalar"] < securityPolicy["scalar"],VerificationFailed["Secu
SetCostSpecification[securityParameters];

If[!interactive,

setupParameters["nums_seed"] = fixedNUMSRandomSeed;
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Scan[
FiatShamirAdd[
H,
If[StringQ[setupParameters[#]],
StringToInteger [setupParameters[#]],
setupParameters [#]

1&,
(»sort to ensure fixed orderx)
Sort [Keys [setupParameters] ]
15
15

Print [Grid[{
{Style["Name/Equation",Bold],Style["Semantics",Bold],Style["Value/Equality",Bold]},
{"n","Number of Elements\nto be Shuffled",n}

},Alignment- { {Left,Left,Left}},Frame-»All]]

If[!interactive, Print[FiatShamirGrid[]]];
ProcessNewMessages|[];
StateMachineSave ["Setup"];

Waiting to receive setup from Prover ...

p is prime True
bits of p 256
[nec - (p+1) | <= 24/Ngc; True

(Ngc = number of points on EC)
(Hasse's Theorem on ECs)

g is prime True

bits of q 256

hee * g 2 Nec True

qg = O True
Name/Equation|Semantics Value/Equality
n Number of Elements|3

to be Shuffled

NUMS Generators for Pedersen Commitments

“NUMS” (“nothing up my sleeve”) generators for Pedersen Commitments. Created based on
fixedNUMSRandomSeed
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ni71]:= StateMachineRestore["Setup"];

(»Standard "NUMS" generator point g is already givenx)
(»Get more "NUMS" generator points with pseudorandom number generator initialized by fixed cor
(xStandard behaviourx)
BlockRandom [
SeedRandom [ fixedNUMSRandomSeed,Method-"ExtendedCA"] ;
numsGenerators = ecRandomGenerators[p,hgc,n+2];

= numsGenerators[1];

15
h
E = numsGenerators[2;;n+1];
g = numsGenerators[n+2];
GiveInsight[{"h"-h,"gvec">g,"g"'"~g }];
Print[Grid[Join|

{

{Style["Name",Bold],Style["Knowledge",Bold],Style["Value",Bold]},

{"g","public",g},
{llhll’ llpublicll’h}
}s
MapIndexed[{"g."<>IntegerString[First[#2]],"public (implicit)",#1}&,8],

{
}

], Alignment-{{Left,Left,Left}},Frame-All]]

{“g'",“public",g'}

If[rinteractive,
numsParameters = Join[
<
(*Already added:
"nums_seed"-»fixedNUMSRandomSeedx)
"nums_method"-»>StringToInteger ["Mathematica-ExtendedCA"],
"g"-scompressPoint[g],
"h"-scompressPoint [h]
I>)
Association[Map["g."<>IntegerString[#]-compressPoint [g[#]]&, Range[n]]],
<
"g'"-compressPoint [g']
>
]
Scan[
FiatShamirAdd [#, numsParameters[#], O]&,
Sort [Keys [numsParameters] ]
15
Print [FiatShamirGrid[]];

ProcessNewMessages|[];
StateMachineSave ["NUMS"];
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Name |Knowledge Value

g public ecPnt|

55066 263022277 343669578718 895168534326 250603453777 594175 500 -
187360389116 729 240,

32670510020758 816978083 085130507 043184471273 380659243275938 -
904 335757 337482424

h public ecPnt|

96137 567 500391445872529956 175960328224 372161700720340121622 -
040718272419693 213,

70732012083 304 338620554688440613834674667959557579739145719 -
658468136 375 884 866 ]

g.1 |public (implicit) |ecPnt[

101548470124 358210188072679181678188450387 789916 654718462374 -
321277161805765354,

70108 350633035199 759065 376354370719210357 510544 392766796027 -
711414587086150112]

g.2 |public (implicit) [ecPnt]
81881281191882355160881140819926411859223579216161786 219247 -
020789084 841886435,

40551526063420644421580965386725729859544147053123598525382 -
531556934666 119757]

g.3 |public (implicit) |ecPnt[
27427957168767222510921650620077 570798709 753797557 336240233 -
137618475833 226690,

42650441509 520284448005737515710331630163 209846762957 134645 -
512392724 356208176]

g public ecPnt|

56472720079496 714458128130 368877 680293647 814114642090837679 -
403063618918620862,

14095742162 302059280857313602183952549169 355861567402651092 -
841186912433952389]

Shuffle Proof

—_ —_— — N —
—_

Get public E, , C, 8, h',b',c',d', Receive Wand V

Public:

h: public keys of receivers - to allow receivers to identify their messages
b: commitments to blinding values - ElGamal randomizers

C:blinded commitments to messages - ElGamal message

d: public keys of senders - to allow receivers to reply

h': shuffled and shifted h

b': shuffled and shifted b

¢': shuffled and shifted ©

d": shuffled and shifted d
CRS:g,7, h,b,<,d,h,b',c'andd’
Commitment to Shift s:
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V: commitmentto s
W: commitment to s”

in[s1]:= StateMachineRestore["NUMS"];

Vv
W

WaitForProversVariable["V"];
WaitForProversVariable["W"];

If[interactive,

(*now, that the verifier has received the encrypted shuffles, he knows the CRS is readyx)
SendVariables["Inspector"”, {"__get_public_room_info__"-True,"__room_password__"-roomPassw
roomInfo = WaitForVariable[" _get_public_room_info__"];
crs = roomInfo["crs"];

(*Elsex),

(*Already received crs with previous request of public room infox)
crs = roomInfo["crs"];

15

If[!KeyExistsQ[crs, "hvec"], VerificationFailed["Assertion Error: Missing 'hvec' in CRS"]1];
If[!KeyExistsQ[crs, "bvec"], VerificationFailed["Assertion Error: Missing 'bvec' in CRS"]1];
If[!KeyExistsQ[crs, "cvec"], VerificationFailed["Assertion Error: Missing ‘cvec' in CRS"]];
If[!KeyExistsQ[crs, "dvec"], VerificationFailed["Assertion Error: Missing 'dvec' in CRS"]];
If[!KeyExistsQ[crs, "hprimevec"], VerificationFailed["Assertion Error: Missing 'hprimevec' in
If[!KeyExistsQ[crs, "bprimevec"], VerificationFailed["Assertion Error: Missing 'bprimevec' in
If[!KeyExistsQ[crs, "cprimevec"], VerificationFailed["Assertion Error: Missing 'cprimevec' in
If[!KeyExistsQ[crs, "dprimevec"], VerificationFailed["Assertion Error: Missing 'dprimevec' in

h = crs["hvec"];
b = crs["bvec"];
C = crs["cvec"];
d = crs["dvec"];
h = crs["hprimevec"];
b = crs["bprimevec"];
T = crs["cprimevec"];
da - crs["dprimevec"];

If[!interactive,
Map[FiatShamirAdd[“h."<>ToString[n], ﬁﬂn], 0]&, Range[n]];
Map[FiatShamirAdd["b."<>ToString[n], Bﬂn], 0]&, Range[n]];
Map [FiatShamirAdd|["c."<>ToString[#], s, 0]&, Range[n]];
Map[FiatShamirAdd[“d."<>ToString[n], aﬂnﬂ, 0]&, Range[n]];

k]

Map[FiatShamirAdd[“h'.“<>ToString[n], F?En], 0]&, Range[n]]'
Map[FiatShamirAdd[“b'.“<>ToString[n], E?En], 0]&, Range[n]];
Map[FiatShamirAdd[“c'.“<>ToString[n], E*En], 0]&, Range[n]];
Map[FiatShamirAdd["d'.“<>ToString[n], H*En], e]&, Range[n]];

FiatShamirAdd["V", compressPoint[V], entropyParameters["group"]];
FiatShamirAdd["W", compressPoint[W], entropyParameters|["group"]];

E
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Print[Grid[{

{Style["Name/Equation",Bold],Style["Semantics",Bold],Style["Value/Equality",Bold]},

"ﬁ","Public Keys of Receivers for Message Identification","P,V",ﬁ},

a

B“,"Commitments to ¥:

ElGamal randomizer part",“P,V“,B},

"c","Blinded Commitments m: ElGamal message part","P,V",c},

,"Public Keys of Senders to Allow Receivers to Reply","P,V“,a},

al

—_

h
b'","Shuffled and Shifted b","P,V",b’'

k)

L

—_

"C'", "Shuffled and Shifted E","p,v",E*},
"d'", "Shuffled and Shifted a","p,V",d'}

{
{'_7","Shuff1ed and Shifted ﬁ","P,V",ﬁﬁ},
{ ,
{"v","Commitment",V},

{"W","Blinded Pedersen Commitment",W}

}, Alignment»{{Left,Left,Left}},Frame»All]]

If[!interactive, Print[FiatShamirGrid[]]];
ProcessNewMessages|[];
StateMachineSave["Shuffle"];

Waiting to receive V from Prover ...
Waiting to receive W from Prover ...
Waiting to receive __get public_room_info__

Handling Event: success: __get public_room_info__ (Inspector):

Event Data: <|Length:7|>

Keys: {status, __get_public_room_info__, _Message, _Valid, _SenderRoleAtId,
_SenderRole, _SenderId, _ReceiverRoleAtId, _ReceiverRole, _ReceiverlId,

_UniqueKey, _Room, _DataFormat, _Data, _UnderscoreVarsl, _UnderscoreVars2}

Name/Equation

Semantics

Value/Equality

h

Public Keys
of Receivers for
Message Identification

P,V

{ecPnt|

78567 409798129814 866 -
150056 060 307 810 399 -
673849671094 211427 -
553792618009 791659 -
223,

50464 327830870926 983 -
164620566 499054 037 -
449550745776 160 850 -
919973618220747 519 -
859], ecPnt|

112833199765439381 -
220313056 754339883 -
049 575956772957 261 -
999371154938084 814 -
614071,

55162480627 138884082 -
362925002107 050797 -
199473 890589593047 -
995087 693 795006 543 -
339], ecPnt]|

112833199765439381 -
220313056754 339883 -
049575956 772957 261 -
999371154938084 814 -
614071,

55162480627 138884082 -
29 Q9 0090 107 OCED 707 _
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Commitments to ¥:
ElGamal randomizer part

P,V

{ecPnt|

59043719839056 093060 -
455647 773031110426 -
513415445959592 906 -
283022536109982690 -
406,

15581121562794375473 -
593189690062 526490 -
521359132176103 829 -
752471918632370295 -
336], ecPnt]|

28042937753915930788 -
547013599 645448755 -
092123652825491664 -
072915209989 352 569 -
125,

66178112 684916 740 202 -
185738178122 665166 -
924136 365485410183 -
964496421067 142001 -
343], ecPnt]|

111806062 643405673 -
294107 625231702294 -
233837817439330823 -
704476 585911809812 -
118278,

96271173562 246442335 -
118096 000 002 956 980 -
355600440 300789 883 -
776848991926176478 -
6241}
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0l

Blinded Commitments m:
ElGamal message part

P,V

{ecPnt|

82677993194 665902474 -
541122728628239106 -
974633730721916 315 -
448799 654 380724 509 -
062,

82899414 855368741404 -
724030068539514612 -
899114324 925700999 -
638050403 382505421 -
1167, ecPnt]|

23172912405278733415 -
435710602144 815479 -
916588170014 597418 -
408 278116 825 280 333 -
989,

103053985 343021334 -
474 673990 248945730 -
573913269602423282 -
983912391604 393736 -
989700], ecPnt|

69270902 698455010981 -
224283044038 765996 -
830111243173979719 -
663665285099 745 648 -
151,

112380697 802 250453 -
283363092945878117 -
421176770 345454476 -
832123069113820053 -
308875] }




26 | MultiKeyShuffle-Verifier.nb

d Public Keys of
Senders to Allow
Receivers to Reply

P,V

{ecPnt|
97038873997 667 556 164 -
890627159143 816584 -
036737601412047 181 -
786115325137 586 601 -

893,

28632182194222295567 -
409644 033114434203 -
763962660717 808 858 -
714880991421 895676 -
4797, ecPnt|

78567 409798129814 866 -
150056 060 307 810 399 -
673849671094 211427 -
553792618009 791659 -
223,

50464 327 830870926983 -
164620566 499054 037 -
449550745776 160 850 -
919973618220747 519 -
859], ecPnt|

53729729513994 595695 -
462455195591489616 -
567069 832745850818 -
442954791457 454586 -
503,

46689817571753923136 -
101794 604 835956 974 -
062844035967 844446 -
006462798830494937 -
046] }
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Shuffled and Shifted h

P,V

{ecPnt|

6558194 356193927639 -
634647444743031456 -
563167434835963901 -
306302749414 625082 -
577,

52488910954 347611664 -
776036 389515076 273 -
016905927 124 685 240 -
883874979762544524 -
2517, ecPnt]|

6558194 356193927639 -
634647444743031456 -
563167434835963901 -
306302749414 625082 -
577,

52488910954347 611664 -
776036 389515076 273 -
016905927 124 685 240 -
883874979762544524 -
2517, ecPnt]|

108 307431480415 358 -
180321645455139043 -
814092501321721357 -
106162810647 213997 -
236025,

36351342789842377099 -
456363 842641744188 -
644647 315961192968 -
880873781984072160 -
77411}
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b" Shuffled and Shifted b

P,V

{ecPnt|

2101504 872291888883 -
716359192847 722039 -
905370848787 468118 -
146221520733 335251 -
689,

65115508047 731923893 -
233981475555061524 -
146271691497 591 331 -
496761282 280449337 -
031], ecPnt|

66927 383522976 304 236 -
157 101480591736 579 -
847132736714888515 -
043427037 606 902 257 -
812,

107572068 642 340469 -
124979747 235810229 -
109194492671695182 -
627325466 548702521 -
834811], ecPnt|

54597720163964 310 354 -
822001511722288403 -
820425105673732 255 -
729486794940621160 -
858,

20908987 614905642180 -
155174127108 215487 -
754 334737572205712 -
326950797042 952996 -
262] )
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Shuffled and Shifted ¢

P,V

{ecPnt|

76450461576 675914792 -
965722051180943 565 -
094 428358813161074 -
795175962142 897 288 -
719,

38216996469 148933963 -
905268 396 466 886 302 -
699197112751046 297 -
550831186589191968 -
048], ecPnt|

33216804 232678278471 -
260719141100536 638 -
697 095 655969 466 196 -
649583487480597031 -
229,

50837094 068179798642 -
615040674478571973 -
683896170876032187 -
756757 016 184304763 -
337], ecPnt]|

23640495 355202491608 -
554493 225393530525 -
357933254580711519 -
395220804 879644 232 -
744,

63745 865814030357 294 -
809620337129418176 -
053657581482167 229 -
204651942724 506 248 -
630] }
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dar Shuffled and Shifted d P,V {ecPnt |
108307431480415 358 -
180321645455139043 -
814092501321721357 -
106162810647 213997 -
236025,
36351342789842377099 -
456 363842641744188 -
644647 315961192968 -
880873781984072160 -
774, ecPnt|
93761287190244431849 -
790270254133790130 -
036432 308725545 404 -
277 055640994 232 068 -
357,
35500574 849318626019 -
937037834919 246834 -
175404 043884801123 -
182 806451 365357 886 -
461], ecPnt]|
112929678132582 868 -
571013728088079 645 -
858007540176 146 226 -
385430663184270576 -
277149,
14824914823240419034 -
627 386886119912 697 -
597949 803924732256 -
908023900511111437 -
4831}
Vv Commitment ecPnt|
80311418295773 201369 -
076106 032905 885135 -
762203375069519910 -
440352607 757 637919 -
026,
72330072365709 643804 -
368075438580117 209 -
924633474527671615 -
978853661751055433 -
193]
W Blinded ecPnt|
Pedersen Commitment 103906 792605577 532175 -
755598396156 158461 -
452152976 375149011 -
426016 206021735424 -
243,
86390539398352229318 -
624618945 653159494 -
571754482845117036 -
288422074734839991 -
103]
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Receive Ay and Sy, for Verifying W being Well-Formed w.r.t. V

In[106]:=

In addition to the correctness of key shift and shuffle it has to be proved that W which is a commit-
ment to the n-th power of the key shift is well-formed with respect to V which is a commitment to
the (first power of the) key shift. No details of this protocol are explained in the paper draft but it is
nevertheless implemented alongside the shuffle argument in this notebook.

All variables exclusive to the PR argument contain a “W” in their names:

AW: SW’ w, 6yzw: Tl,W’ TZ,W’ TX,W) tW7 Hw, P-l'/.V; [Wa 'w

StateMachineRestore["Shuffle"];

Ay

WaitForProversVariable["AW"] ;

Sy = WaitForProversVariable["SW"];

If[!interactive,
FiatShamirAdd ["AW", compressPoint[A,], entropyParameters["group"]];
FiatShamirAdd["SW", compressPoint[S,], entropyParameters["group"]];

15

Print [Grid[{

{Style["Name/Equation",Bold],Style["Semantics",Bold],Style["Value/Equality",Bold]},
{"A,","Blinded\nPedersen\nVector\nCommitment",A,},
{"Sy","Blinded\nPedersen\nVector\nCommitment",S,}

}, Alignment-{{Left,Left,Left}},Frame-All]]

Print [CommunicationCostGrid[]]

If[!interactive,Print[FiatShamirGrid[]]];
ProcessNewMessages|[];
StateMachineSave ["AWSW"] ;

Waiting to receive AW from Prover ...

Waiting to receive SW from Prover ...

Name/Equation|Semantics |Value/Equality

Ay Blinded ecPnt|
Pedersen 102533074015578 785830435668 723656 382032639089 329076188012 -
Vector 258139630558 261897965,
Commitment| 46049899562897304560334445879497416924158280040071140643789 -

946 815220981 299101

Sw Blinded ecPnt |
Pedersen 60802009577 214426038022799869417 466939097 580576611454797 233 -
Vector 973333907472889599,
Commitment| 4544274886182003749351257221639993502991294730296803633157 -

620175479609 245 008 ]

Total Communication Cost

Type |Count|Names

Bits

group|4 v,

W, AW, SW

1028

total |4

1028
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Send Challenges r and u, calculate k and AR (hb.c.dy

ki:=r—-u' foralliintherangeof 1ton
' ' ' "y ki
Arihb.c,d) = n, {h,, b;, ¢;, d,'}

AR {hb,c.d bind to the prover’s secret @z which is defined as the shifted and inversely shuffled version

of k and therefore the list of discrete logarithms in Ag  p,c.a) W.I.t. bases {F, B, <, 3}

In[115]:=

StateMachineRestore ["AWSW"] ;

If[interactive,

(*Generate random challengesx)
r = SendRandomChallenge["r",1,q-1];
u = SendRandomChallenge["u",1,q-1];
fiatShamirCheck = {};

(xElsex) ,

(*Fiat-Shamirx)
r = FiatShamirGet["r",q,entropyParameters["scalar"]];
rProver = WaitForProversVariable["r"];
fiatShamirCheckROk = (rProver == r);
If[!fiatShamirCheckROk, GiveInsight[{"r"-r}1];
u = FiatShamirGet["u",q,entropyParameters["scalar"]];
uProver = WaitForProversVariable["u"];
fiatShamirCheckUOk = (uProver == u);

If[i1fiatShamirCheckUOk, GiveInsight[{"u"-u}]];
fiatShamirCheck = {

{“Fiat—Shamir check on r:\nrpeover 4 FiatShamir (setup,CRS,V,W,A,,S,)","",fiatShamirChec

{“Fiat—shamir check on u:\numvva.i FiatShamir(r)","",fiatShamirCheckUOk}

}s
|5

uPowers = Thread[powermodq[ConstantArray[u,n], Range[1,n]]];

k = modq[r - uPowers];
k = modq[Fold[Times, 1, E]];
k = modq[Fold[Plus, 0, E]];

Aj,h = Total[ﬁ * ﬁ*];

App = Total[ﬁ * b_"];
Ap,c = Total[ﬁ * c_"];
AR,d = Total[R * a?];

Print[Grid[Join[
{
{Style["Name",Bold],Style["Semantics",Bold],Style["Value",Bold]},
{"r",semanticsOfRandomChallenge,r},

{"u",semanticsOfRandomChallenge,u}
1
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fiatShamirCheck,

{

. 2 3 n
Upouers :2q {U,u*,u%,...,u"}","" ,uPowers},

T
llA n mn T
kK :=q P - Upouwers"s :k}:

12

N

"Arn = 2k o B}, Akn),

{
{
{
&
{
{

J

], Alignmenta{{Left,Left,Left,Left}},FrameaAll]]

Print [CommunicationCostGrid[] ]
If[!interactive,Print[FiatShamirGrid[]]];
ProcessNewMessages|[];
StateMachineSave["ruk"];

If[!interactive && (!fiatShamirCheckROk || !fiatShamirCheckUOk), VerificationFailed["Fiat-Sha
Generated random challenge
r = 37072487844121016544199508458329903725504628962986741349058985323004642065609

Generated random challenge
u = 112269625660350362882863760160812690082016551740788795940136101880060177832694



34 | MultikeyShuffle-Verifier.nb

Name Semantics

Value

r Random Challenge

37072487 844121016 544199508458 329903 725504 628 -
962986 741349058985 323004 642 065 609

u Random Challenge

112269625660 350362882863 760160812690082016 -
551740788795940136101 880060177 832694

.o 2 3 n
Upowers + =g {u,us,u”,...,u’}

{112269625660350362882863760160812690082016 -
551740788795940136101 880060177 832694,
11890542273519331462425038986914 051559507 -
417469516 314676862227 906 964 884492193,
33387804 159995661087 204 252238941081 331379 -
259117507 535049098 238738582016 269690}

K =g P - Upouers

{40594 951421086 849084906 733 306 205121496 325 -
641501272849791528046 584462625727 252,
25181945570601685081774469471415 852165997 -
211493470426672196757416039757 573416,
3684683684125355456995256219388822394125369 -
845479206 299960746 584422625795919}

ecPnt|

75827 213137871704164931521628089874212004 -
001725498144 777 005 823861414415878 326,
85558088274753361702239458714109752170257 -
343893657124488281320372885377844970]

AR,b L=

ecbPnt |
101490138278120560054535134112 685149527531 -
186110662767 547 021 801 145903 939 319509,
45189396 226369639764475183750210875191161 -
366914100613 038683080011 606 878795 742]

AR,C .=

ecPnt|
80032568196 835196626944 046435262813 649995 -
163939592905 385880 753783724791743679,
23552969371290033158 266674 238835159465 211 -
446720669 348929745850171431031988187]

ecPnt|
2407 103694493959746503196603452329517078614 -
148064 293342612912008722177 884863,
56 880823889132509467030174309379436312737 -
498520799651845161746864517931461934]

Total Communication Cost
Type |Count|Names
group |4 V, W, AW, SW
scalar|2 r, u
total |6

Bits
1028
512

1540

Receive P’s Commitments A;, S;, Srihpb.c.dh

The commitments Ay, S, and Sgnp,c,q) bind to @}, 5, and 5, the latter w.r.t. bases h, b, Candd.
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In[131]:=

StateMachineRestore["ruk"];

A, = WaitForProversVariable["AL"];
If[!interactive,FiatShamirAdd["AL",compressPoint[A,],entropyParameters[“group”]]];

S, = WaitForProversVariable["SL"];
If[!interactive,FiatShamirAdd["SL",compressPoint[S,],entropyParameters[“group”]]];

Sg,n = WaitForProversVariable["SRh"];
If[!interactive,FiatShamirAdd["SRh",compressPoint[Sg ,],entropyParameters["group”]]];

Sg,p = WaitForProversVariable["SRb"];
If[!interactive,FiatShamirAdd["SRb", compressPoint[Sg ,],entropyParameters["group”]]];

Sg,c = WaitForProversVariable["SRc"];
If[!interactive,FiatShamirAdd["SRc",compressPoint[Sg .],entropyParameters["group”]]];

Sg,d = WaitForProversVariable["SRd"];
If[!interactive,FiatShamirAdd["SRd", compressPoint[Sg 4],entropyParameters["group”]]];

Print [Grid[{

{Style["Name",Bold],Style["Semantics",Bold],Style["Value",Bold]},
{"A_","Blinded\nPedersen\nCommitment",A },
{"S.","Blinded\nPedersen\nCommitment",S,},
{"Sr,n", "Blinded\nPedersen\nCommitment",Sg 1},
{"Sr,b", "Blinded\nPedersen\nCommitment",Sg ,},
{"Sg,c","Blinded\nPedersen\nCommitment",Sg .},
{"Sgr,d", "Blinded\nPedersen\nCommitment",Sg 4}

}, Alignment-{{Left,Left,Left}},Frame-All]]

Print [CommunicationCostGrid[]]
If[!interactive,Print[FiatShamirGrid[]]];
ProcessNewMessages|[];
StateMachineSave["AS"];
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Waiting to receive AL from Prover ...
Waiting to receive SL from Prover ...
Waiting to receive SRh from Prover ...
Waiting to receive SRb from Prover ...
Waiting to receive SRc from Prover ...
Waiting to receive SRd from Prover ...
Name|Semantics [Value
A Blinded ecPnt|
Pedersen 6587 839308200477 344056 289937 852477545542 855779583120343135425480544 -
Commitment 699054079,
2185727872912 664 248596 558371 241923997051231854180743555974368558112 -
945768953 ]
S, Blinded ecPnt |
Pedersen 4034094399684424483307446142353323528168707067 153775234243263723285 -
Commitment 535027265,
105719365290533780380052039872682080848414 207099 695078768961 388028 -
092136442987]
Sg,h |Blinded ecPnt|
Pedersen 110628460759275561610186 686 680845 830158167592932204791477 090968094 -
Commitment 876973217838,
5304693054 449904 688 326 008 829038 550901 554024 028 550115 729 307 204 635136 -
817245677
Sg,p |Blinded ecPnt |
Pedersen 42640815911507716472477 938340233126 446598231831337676705110847057 -
Commitment 191691627 240,
41259033927 332187352077 874555881525500144635031111699813138487 260 -
070252465 805]
Sg,c |Blinded ecPnt|
Pedersen 62635959701511398581525732065492888015851399229301995870753638223 -
Commitment 458110077747,
85310810054 037 865183042977 962233049 541249821571800238984522867038 -
773595657 876]
Sg,d |Blinded ecPnt|
Pedersen 93 333551283426 889209650746 890228923405712607 594 824962743876131424 -
Commitment 188627252440,
12336277 386395050 805637224061 380236860277223773540742993 587606337 -
362283853740]
Total Communication Cost
Type |Count|Names Bits
group |10 V, W, AW, SW, AL, SL, SRh, SRb, SRc, SRd|2570
scalar|2 r, u 512
total |12 3082

Send Random Challengesy and z
or Generate Fiat-Shamir Transform

In[149]:=

The random challenges y and z are used to enforce the linear constraints of the shuffle. For the PR
protocol, an additional challenge w is needed.

StateMachineRestore["AS"];
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If[interactive,

(*Generate random challengesx)

y = SendRandomChallenge["y",1,q-1];

z = SendRandomChallenge["z",1,q9-1];
w = SendRandomChallenge["w",1,q-1];
fiatShamirCheck = {};

(xElsex),

(xFiat-Shamirx)
y = FiatShamirGet["y",q,entropyParameters["scalar"]];
yProver = WaitForProversVariable["y"];
fiatShamirCheckYOk = (yProver == y);
If[i1fiatShamirCheckYOk, GiveInsight[{"y"-y}1]1;
z = FiatShamirGet["z",q,entropyParameters["scalar"]];
zProver = WaitForProversVariable["z"];
fiatShamirCheckzOk = (zProver == z);
If[!fiatShamirCheckzOk, GiveInsight[{"z"-z}]];
w = FiatShamirGet["w",q,entropyParameters["scalar"]];
wProver = WaitForProversVariable["w"];
fiatShamirCheckWOk = (wProver == w);

If[!fiatShamirCheckWOk, GiveInsight[{"w"-w}]];
fiatShamirCheck = {

{"Fiat—Shamir check on y:\nymmvﬂ.i FiatShamir (u,A.,S,Sg,h>SR,b5Sr,c) "> ", fiatShamirChec

{“Fiat—shamir check on z:\nzp.over Z FiatShamir(y)","",fiatShamirCheckZOk},

{“Fiat—shamir check on w:\nwp.over z FiatShamir(z)","",fiatShamirCheckWOk}

}s

;ﬁ = Thread[powermodq[ConstantArray[y,n], Range[0@,n-1]11];
y; = Join[{z},y"[[ls;n—lll];
y = modinvq[y];
y™" = Thread[powermodq[ConstantArray[y™,n], Range[@,n-1]]];
EA = Thread[powermodq[ConstantArray[w,n], Range[O,n-1]]];
wht = Join[{a},ﬁﬁﬁlg;n—lﬂ];
8yz = modq[-z*3 » (z + (n-1) = y?*) - z];
Syzw = Modq[-z * (2 + z + (n-1) » y*) + (y* - W) x (
Total [Thread [powermodq [ConstantArray [wxy,n-1], Range[0,n-2]]]]
e

Print[Grid[Join|

{
{Style["Name",Bold],Style["Semantics",Bold],Style["Value",Bold]},
{"y",semanticsOfRandomChallenge,y},
{"z",semanticsOfRandomChallenge,z},
{"w",semanticsOfRandomChallenge,w}

}s

fiatShamirCheck,

{

{"6y: :=q -22(z + (n-1)y?) - 2V ol
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{“‘Syzw i=q -Z (2 +2z+ (n_l)y_l) + (y'l-W)Z‘g;;(WY)i";"")5yzw}

}

], Alignment-{{Left,Left,Left,Left}},Frame-All]]

Print [CommunicationCostGrid[]]
If[!interactive,Print[FiatShamirGrid[]]];
ProcessNewMessages|[];
StateMachineSave["yzw"];

If[!interactive,
If[i1fiatShamirCheckYOk, VerificationFailed["Fiat-Shamir check on y"]1];
If[!fiatShamirCheckzOk, VerificationFailed["Fiat-Shamir check on z"]7];
If[!fiatShamirCheckWOk, VerificationFailed["Fiat-Shamir check on w"]7];
15
Generated random challenge
y = 34071807136020401556542966374520839966408801837667695887196400659657467356250

Generated random challenge
z = 51229650329065518720689096099379898312022759911804433524422971782942501299478

Generated random challenge
w = 42781056564410839501179897936311018651211153484828394010058930403301036390238

Name Semantics Value

y Random Challenge|34071807 136020401556 542966374520 -
839966408801 837 667 695 887 196 400 -
659657467 356 250

z Random Challenge|51229650329065518720689 096099 379 -
898312022759911804433524422971 -
782942501299478

w Random Challenge|42781056564410839501179897 936311 -

018651211153484828394010058930 -
403 301036390238

Oyz ‘=g -23(z + (n-1)y'Y) -z 80655863109 809954 281040981808 557 -
398115356422816035440745191521 -
875586723707423

Sym iZq -Z (2 + 2 + 36280791154 615 824 673 741371562 371 -
(n-1)y 1) + (y w202 (wy)? 573961477 989 289 960 376 376 293 582 -
689521148 309 524

Total Communication Cost

Type |Count|Names Bits
group |10 V, W, AW, SW, AL, SL, SRh, SRb, SRc, SRd|2570
scalar|5 r, u, y, z, w 1280
total |15 3850
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Receive P’s Pedersen Commitments T; and Ts, Ty and T

In[165]:=

StateMachineRestore["yzw"];

(*Wait for Pedersen Commitment T3 (to t; with blinding value t3) *)
T; = WaitForProversVariable["T3"];
If[!interactive,FiatShamirAdd["T3",compressPoint[T3],entropyParameters["group"]11];

(*Wait for Pedersen Commitment Ts (to ts with blinding value ts) )
Ts = WaitForProversVariable["T5"];
If[!interactive,FiatShamirAdd["T5",compressPoint[Ts],entropyParameters["group”]1];

Print [Grid[{
{Style["Name",Bold],Style["Semantics",Bold],Style["Value",Bold]},
{"T3","Blinded\nPedersen\nCommitment", T3},
{"T5","Blinded\nPedersen\nCommitment",Ts}

}, Alignment-{{Left,Left,Left}},Frame-All]]

(*Wait for Pedersen Commitment T, , (to t;, with blinding value t,, for proving W is well-form
Ti,w = WaitForProversVariable["T1W"];
If[!interactive,FiatShamirAdd["T1W", compressPoint [T, ,],entropyParameters["group”]]];

(*Wait for Pedersen Commitment T, , (to t,, with blinding value t, ), for proving W is well-forn
T,,u = WaitForProversVariable["T2W"];

If[!interactive,FiatShamirAdd["T2W",compressPoint[T, ,],entropyParameters["group”]]];

Print [Grid[{
{Style["Name",Bold],Style["Semantics",Bold],Style["Value",Bold]},
{"Ty,u","Blinded\nPedersen\nCommitment",T, ,},
{"T,,u","Blinded\nPedersen\nCommitment"”, T, ,}

}, Alignment- {{Left,Left,Left}},Frame-All]]

Print [CommunicationCostGrid[]]
If[!interactive,Print[FiatShamirGrid[]]];
ProcessNewMessages|[];

StateMachineSave ["T3T5T1WT2W"] ;
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Waiting to receive T3 from Prover ...

Waiting to receive T5 from Prover ...

Name [Semantics [Value
T3 Blinded ecPnt|
Pedersen 14448711964151254610079813969094 599 304991556 686032 655240425 388262 -
Commitment 152998792866,
35818652155586 706410279698 238883774 802777588417 348300197 902 141088 -
629232808578]
Ts Blinded ecPnt|
Pedersen 95840125068125223175775950838 735910594 996 026 329 945 329 600 069 894 500 -
Commitment 083191471477,
92410008 359066 548 507 274553560973 459 366 308871128 888129891539618716 -
611325817962]

Waiting to receive T1W from Prover ...

Waiting to receive T2W from Prover ...

Name [Semantics [Value
T1,w |Blinded ecPnt|
Pedersen 5443615670032252682449032168926 607 403789720879129525399520688082435 -
Commitment 286679707,
11580758803 798338542986116920898026 390002 352514999 381201524511 845 -
767931697 226]
T,,u |Blinded ecPnt|
Pedersen 46991716425756598968 559577 543620785423160955041139713706964410377 -
Commitment 968981965 216,
46577 312793355582843140851773728623285608758891207 244980 306676861 -
718908945 325]

Total Communication Cost

Type |Count|Names Bits
group (14 V, W, AW, SW, AL, SL, SRh, SRb, SRc, SRd, T3, T5, T1W, T2W|3598
scalar|5 r, u, y, z, w 1280
total |19 4878
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Send Random Challenge x
or Generate Fiat-Shamir Transform

In[180]:=

StateMachineRestore ["T3T5TIWT2W"] ;

(»Send random challenge x (evaluation point of t (X=x))*)
If[interactive,

(»Generate random challengex)
X = SendRandomChallenge["x",1,q-1];
fiatShamirCheck = {};

(»Elsex),

(xFiat-Shamirx)
x = FiatShamirGet["x",q,entropyParameters["scalar"]];
xProver = WaitForProversVariable["x"];
fiatShamirCheckXOk = (xProver == Xx);

If[!fiatShamirCheckX0k, GiveInsight[{"x"-x}1];
fiatShamirCheck = {

{“Fiat—shamir check on x:\nxmvva.i FiatShamir (setup,w,T3,Ts, Ty u,T2,w) ", """, fiatShamirCh

}s
E

Print [Grid[Join[

{
{Style["Name",Bold],Style["Semantics",Bold],Style["Value",Bold]},
{"x",semanticsOfRandomChallenge,x}

1,

fiatShamirCheck

1, Alignment-{{Left,Left,Left,Left}},Frame-All]]

Print [CommunicationCostGrid[] ]
If[!interactive,Print[FiatShamirGrid[]]];
ProcessNewMessages|[];

StateMachineSave["x"];

If[!interactive,
If[!fiatShamirCheckX0Ok, VerificationFailed["Fiat-Shamir check on x"]7];

15

Generated random challenge
x = 113126916120434927118052636603002490980047778302346487448691688890663263893727

Name |Semantics Value
X Random Challenge|113126916120434927118052 636603 002490980047 778302346487 448691 688 -
890663 263893727

Total Communication Cost

Type |Count|Names Bits
group |14 V, W, AW, SW, AL, SL, SRh, SRb, SRc, SRd, T3, T5, T1W, T2W|3598
scalar|6 r, u, y, z, w, X 1536
total |20 5134
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Receive P’s Combined Commitment to t(X) and Perform Last Checks before
Inner Product Protocol

In[188]:=

Receiving

L= owny" L hx + 153 + 1505,

Hih,b,c.dy = Q+ BX* + Pfpp.c.ay X° and

t=<1,7>

from P where gy, 13, 15, @, B and pjy ¢4 are secret to P until inspection of his Pedersen Commit-
ments. If the inner product protocol is not used, T and T are also received.

Also calculate P, . 5 1= Al +Apjppca X + St X+ Sginped X+ 22 <7, V> +<{h,b,cdr, —xy’;_‘I >,
Perform the following checks:

1) In all cases:

Tg+T h=Z2kxV+y L hxw + 8y, Xg+ X3 T3 +X° Ts

Without the Inner Product Protocol:

2) Pfh,b,c’d} 2 Hih,b,c,d) h+< §, T>+< {h, b, c,dy, 7>

3)’1:; <7,7>

When using the Inner Product Protocol 2) and 3) are proved indirectly.

StateMachineRestore["x"];

(*Prover commits to t(x) and sends t,, H{n,b,c,d} and f:*)

Ty = WaitForProversVariable["taux"];
up = WaitForProversVariable["muh"];
up = WaitForProversVariable["mub"];
U = WaitForProversVariable["muc"];
ug = WaitForProversVariable["mud"];

t - WaitForProversVariable["t"];

If[!interactive,
FiatShamirAdd["taux", t,,entropyParameters["scalar"]];
FiatShamirAdd["muh", u,,entropyParameters["scalar"]];
FiatShamirAdd["mub", up,,entropyParameters["scalar"]];
FiatShamirAdd["muc", u.,entropyParameters["scalar"]];
FiatShamirAdd["mud", u4,entropyParameters["scalar"]];

FiatShamirAdd["t",f,entropyParameters["scalar"]];

L
|

h* = y"«h;
b = y'+b;
=y
d = y'«d;

Pi = AL + Ag p*X + S *X"2 + Sp p*X"3 + E.(z"3*y'") + h*. (—X*yg_l);
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—_

Py = AL + Ag,p*X + S *X"2 + Sp p*X"3 + g. (z"B*y'") + b*. (—X*y;'l);

—_

AL + AgR,c*X + S #X"2 + Sp c*X"3 + g. (z"3*y'") + C*. (—X*yg'l);

)
+
n

—_

Pi = AL + Agg*X + S *X"2 + Sp q*X"3 + g (z"3*y_'ﬁ) + d*. (—X*yg'l);

(*1) ‘Eg + t4h 2 2kxv + y"'lﬁxw + Sy Xg + X°T3 + X°Ts*)

checkilvall = gt + hxt,;

checklval2 = Vs (z73xk#x) + W*(powermodq[y,n—l]*ﬁ*x) + B (8yz*X) + T3#x"3 + Tsxx"5;
checkl = (checklvall == checklval2);

Print[Grid[{
{Style["Name",Bold],Style["Semantics",Bold],Style["Value",Bold]},
{"tx","Combined Commitment\nto Blinding Values\nof Commitments\nto Coefficiencts of t(X)",

{"uh","Combined Commitment\nto Blinding Values\nof Vector Commitments\nto a_ and s_ \nBase

"u,","Combined Commitment\nto Blinding Values\nof Vector Commitments\nto a_ and s_ \nBase

—_

"uc","Combined Commitment\nto Blinding Values\nof Vector Commitments\nto a_ and s_ \nBase
a. and s_\nBase

"ug","Combined Commitment\nto Blinding Values\nof Vector Commitments\nto
ng

","Inner Product",t},

Vcheck1.1 = fg + txh",“",checklvall},

"Vehecki.2 1= ZoK*V + ﬁy”JX*w + Oy X*g + XCaTs + X°xTs", ,checklvalz},

~—A A A S A

{"Vdmcm = (Vecheck1.1 z Vcheck1.2) " »Style["Check No.1 for\nVerification of\nShuffle Proof ok?

}, Alignment»{{Left,Left,Left}},Frame»All]]

(*Prover commits to t,(x) and sends t,y, uy and f@:*)

Ty,w = WaitForProversVariable["tauxW"];

Uy = WaitForProversVariable["muW"];

f@ = WaitForProversVariable["tW"];

If[!interactive,
FiatShamirAdd["tauxW", ty ., entropyParameters["scalar"]];
FiatShamirAdd["muW", u,,entropyParameters["scalar"]];

FiatShamirAdd[“tW",fh,entropyParameters["scalar"]];
s

Py = Ay + Sy*x + §.(z*y'" + w' - h@'l*y'l) + h*.(—yg'l);

(*1W) ‘fwg + Tyuh B ((wy)“'1+nz)v + YW o+ Sysug + XTyu + XZTZ,W*)
checklWvall = g*fh + hxty ;s
checklhWval2 = Vx (powermodq[wxy,n-1]+n%z) + Wxpowermodq[y,n-1] + g%S8yz, + Ty u*X + Ty y*X"2;

checklW = (checklWvall == checklWval2) ;

Print[Grid[{
{Style["Name",Bold],Style["Semantics",Bold],Style["Value",Bold]},
{"zx,u","Combined Commitment\nto Blinding Values\nof Commitments\nto Coefficiencts of t,(X]

{"uw","Combined Commitment\nto Blinding Values\nof Vector Commitments\nto a _ , and s_ ,",u
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{"fh","Inner Product",f@},

{"Vdmcm“J = f@g + tmwh",“",check1WVa11}

{"VCMCMNJ t= ((wy)"t+nz)V + YW+ Syzu€ + XTyy + X Tzw",“",check1WVa12},

{"VdmcHM t= (Vcheckiw.1 : Vcheckin.2) " »Style["Check No.1W for\nVerification of\nShuffle Proof

}, Alignment»{{Left,Left,Left}},FrameaAll]]

Print [CommunicationCostGrid[]]

If[!interactive,Print[FiatShamirGrid[]]];

If[!checkl, VerificationFailed["First check in multi-key shuffle argument failed"]];
If[!checklW, VerificationFailed["First check (PR) in multi-key shuffle argument failed"]];
ProcessNewMessages|[];

StateMachineSave [ "mk_shuffle_argument_check"];

If[!useInnerProductProtocol,

(«Need 1 and Fx)
1-= WaitForProversVariable["1lvec"];
r = WaitForProversVariable["rvec"];

? a o= —_—
(*2) meb,gd} = h“{mb,gd} + <g,1> + <{h,b,c,d}*,r>%)
check2hval2 = hwpy + B.1 + h*.7;
check2h = (P; = check2hval2);
check2bval2 = hwpy + B.1 + b*.7;
check2b = (P; == check2bval2);

=S

check2cval2 = hxu. + E.i + E:.r;
check2c = (P! == check2cval2);

c

=S

check2dval2 = hxu4 + E.i + a:.r;
check2d = (P; == check2dval2);

(x3) t i <T,F>*)
check3val2 = modq[i.?];
check3 = (f == check3va12);

(*PR: Need T, and Ty*)
i; = WaitForProversVariable["1lWvec"];

s = WaitForProversvVariable["rWvec"];
(%2W) Py z hy, + <§,Tw> + <F;,F\w>*)

check2Wval2 = hxy, + ng,, + F;?w,
check2W = (P, = check2Wval2);

?

(x3W) ty 2 <Ty,Tu>+)

check3Wval2 = modq[i;.Fﬁ];

check3W = (fh = check3an12);

Print[Grid[{
{Style["Name",Bold],Style["Semantics",Bold],Style["Value",Bold]},

()

{r
{"Vmewzhz := hy, + <g,1> + <h ",“",checkzhvalz}

Veheckah = (Pp z Vcheckzn.2) " »Style["Check No.2h for\nVerification of\nShuffle Proof ok
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"Vcheck2b.2 = huy + <§,i> + <b*,F>",“",check2bva12},

"Veheckab = (Pp £ Vcheck2b.2) " »Style["Check No.2b for\nVerification of\nShuffle Proof ok

<
a
>
o
a
=~
N
a
N

= hy, + <g,1> + <E¢,F>","",check2cvalz},
"Veheck2e = (Pg £ Vcheck2e.2) "»Style["Check No.2c for\nVerification of\nShuffle Proof ok
Veheckad.2 = huy + <§,i> + <a:,F>",“",check2dva12},
"Vcheck2d = (Py B Vcheck2d.2) " »Style["Check No.2d for\nVerification of\nShuffle Proof ok

"Vihecks &= (f Vchecks.2) " »sStyle["Check No.3 for\nVerification of\nShuffle Proof ok?",

{“Vmed3l o <i,F>“,"",check3va12},
{"—a",“"’F;}’

{"Vmedzmz = hy, + <B,Lp> + <ﬁ¢,Fa>“,"",check2an12},

{“VcMan := (Py : Venheckaw.2) " »Style["Check No.2W for\nVerification of\nShuffle Proof ok

"Vcheckaw.2 :=q <1;,F;>",““,check3an12},

{"chcuw 3= (fh z Vcheckaw.2) " »Style["Check No.3W for\nVerification of\nShuffle Proof ok

}, Alignment»{{Left,Left,Left}},Frame»All]];

If[!check2h, VerificationFailed["Check No. 2h in multi-key shuffle argument failed"]];
If[!check2b, VerificationFailed["Check No. 2b in multi-key shuffle argument failed"]];
If[icheck2c, VerificationFailed["Check No. 2c in multi-key shuffle argument failed"]];
If[!check2d, VerificationFailed["Check No. 2d in multi-key shuffle argument failed"]];
If[icheck3, VerificationFailed["Check No. 3 in multi-key shuffle argument failed"]];
If[i1check2W, VerificationFailed["Check No. 2W in multi-key shuffle argument failed"]];
If[!check3W, VerificationFailed["Check No. 3W in multi-key shuffle argument failed"]];
VerificationSucceeded[];

Print["Continuing to inner product protocol not required, but possible."];
If[!interactive,Print[FiatShamirGrid[]]];

Print [CommunicationCostGrid[]];

ProcessNewMessages|[];

StateMachineSave["inner_product_argument_linear"];

s

Waiting
Waiting
Waiting
Waiting
Waiting

Waiting

to receive taux from Prover ...
to receive muh from Prover ...
to receive mub from Prover ...
to receive muc from Prover ...
to receive mud from Prover ...

to receive t from Prover ...
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Name Semantics Value
Tx Combined Commitment 90664101823773446617 843295664 -
to Blinding Values 000476 824583008 189854797930 -
of Commitments 932933141663523670972
to Coefficiencts of t(X)
Un Combined Commitment 92385493365820873701351823187 -
to Blinding Values 030658379688852573 645079038 -
of Vector Commitments 085937 803029996 581426
toa_ and s
Based on h
Up Combined Commitment 80465903 251238947 246948019 231 -
to Blinding Values 634112958643 085797 558256913 -
of Vector Commitments 390431732924637611796
toa_ and s_
Based on b
Lc Combined Commitment 95467 333988398 325705770893951 -
to Blinding Values 601989 203373334565084410378 -
of Vector Commitments 751725991 298886477561
toa_ and s_
Based on ¢
U Combined Commitment 20751440986732760450071 315784 -
to Blinding Values 3413118448596513725025817760 -
of Vector Commitments 822695204 710647943 339
toa_ and s_
Based on d
t Inner Product 61129420188541223894451420484 -
118730665 755170250056 245 755 -
694030172042 596198 303
Vehecki .1 i= t8 + txh ecPnt|
84221947031621106753128767 -
877505500063 296 672991 606 492 -
996073553947 585878630 245,
52570167137 227 745050 217 253 -
766965056 131 545 854 005 981 366 -
395868066499760183049215]
Veneck1 .2 1= Z3K#V + Ky"™ IxxW ecPnt|
+ Oy Xxg + XxTy + X°#Ts 84221947031621106 753128767 -
877505500063 296 672991 606 492 -
996073553947 585878630 245,
52570167137 227 745050 217 253 -
766 965056 131 545 854 005 981 366 -
395868066499760183049215]
Veneckt = (Veheckt .1 : Veheckt .2) Check No.1 for True
Verification of
Shuffle Proof ok?

Waiting to receive tauxW from Prover ...

Waiting to receive muW from Prover ...

Waiting to receive tW from Prover ...
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y" W o+ Sy + XTyw + XZTZ,W

Name Semantics Value
Ty, W Combined Commitment 113405409 346918773496790428 -
to Blinding Values 795432108 361840287177 160539 -
of Commitments 700287912972625911562 666
to Coefficiencts of ty (X)
Ly Combined Commitment 58938274415372746 259906 244 -
to Blinding Values 789991376153 504 860263 629 609 -
of Vector Commitments 061215650209 757990735313
toa_y,ands_y
f@ Inner Product 90204 149990177 783 895906 378 -
904 605018924 475 164 996 067 056 -
805508 398362658462387712
Veheckin.1 i= twg + Tx,uh ecPnt|
71170761461 806575056988777 -
799149753588821351113719 -
544 888 720840260093735125151,
106 798 938098 835152 551452979 -
329939804 728 745954 689 213 -
102953909532759353150174279]
Veneckiw .2 = ((wy) " t+nz)V + ecPnt|

71170761461 806575056988777 -
799149753588821351113719 -
544 888720840260093735125151,

106798938098 835152 551452979 -
329939804 728745954689 213 -
102953909532759353150174 279]

?

Veheckiw = (Veheckiw.1 = Vcheckiw.2)

Check No.1W for
Verification of
Shuffle Proof ok?

True

Total Communication Cost

Type |Count|Names Bits
group |14 V, W, AW, SW, AL, SL, SRh, SRb, SRc, SRd, T3, T5, T1W, T2W 3598
scalar|15 r, u, y, z, w, X, taux, muh, mub, muc, mud, t, tauxW, muW, tW|3840
total |29 7438

Request Inspection of Pedersen Commitments (Multi-Key
Shuffle and PR Protocol)

Request inspection of Pedersen commitments V, W, Ay, Sw, Ar, Si, Srhs Sribs Sres T35 Tss Tows Tow

In[224]:=

(multi-key shuffle protocol) as well as L[n ... 1] and R[n ... 1] (inner product protocol) from prover to
verify that his commitments were done correctly. Additionally (but not necessary), check other
variables exchanged during protocol execution.

MultiKeyShuffleArgumentInspection[inspectionReply ] := Module[

{success,

AWInspectionOk,SWInspectionOk,

hPrimePermutationOk,bPrimePermutationOk, cPrimePermutationOk,dPrimePermutationoOk,

VInspectionOk,WInspectionOk,
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ALInspectionOk,SLInspectionOk,
SRhInspectionOk,SRbInspectionOk,SRcInspectionOk,SRdInspectionOk,
T3InspectionOk,t3DefinitionOk,

T5InspectionOk,t5Definition0Ok,

TiWInspectionOk,t1WDefinitionOk,
T2WInspectionOk,t2WDefinitionOk,

1DefinitionOk, rDefinitionOk,1lrRow,

1WDefinitionOk, riWDefinitionOk, 1WrWRow,
muhDefinitionOk,mubDefinitionOk,mucDefinitionOk,mudDefinition0Ok,
tauxDefinitionOk,

tDefinitionOk,

tauxWDefinitionOk,

tWDefinitionOk},

s = inspectionReply["s"];

oy = inspectionReply["sigmal"];

ay = inspectionReply["alphaW"];

Buw = inspectionReply["betaW"];

Yw = inspectionReply["gammaW"] ;

ag,u = ConstantArray[s, n];

aL,u = Thread[powermodq [as,u, Range[@,n-1]]];

Smu = ConstantArray[yy, nl;

SLu = Thread [powermodq[ConstantArray [yy,n], Range[@,n-1]]1];
AWInspectionOk = (Aw = A u.8 + EEE'E v aw*h);
SWInspectionOk = (Sw = SLu-B *+ Smu-h + Bw*h)5

Unprotect[n];

st = inspectionReply["pi"];

al o= InversePermutation([r];

hPrimePermutationOk = (F? =S % Permute[ﬁ, n]);
bPrimePermutationOk = (B? = S % Permute[B, n]);
cPrimePermutationOk = (E? = s % Permute[c, n]);
dPrimePermutationOk = (37 = S % Permute[a, n]);
VInspectionOk = (V = sxg);

WInspectionOk = (W == powermodq[s,n]*g + oyxh);

ag = modq[s * Permute[ﬁ, n'l]];

a, = {1}; For[i = 1, i < n-1, i++, AppendTo[a., modq[a [i] * 3r[il]]];
a = inspectionReply["alpha"];

B
on = inspectionReply["rhoh"];
inspectionReply["rhob"];

inspectionReply["beta"];

ko]
o
1]

pc = inspectionReply["rhoc"];
P4 = inspectionReply["rhod"];
s, = inspectionReply["sL"];
Sg = inspectionReply["sR"];

ALInspectionOk = (A, == a_.g + axh);
SLInspectionOk = (S, == 5.8 + Bxh);
SRhInspectionOk = (Smh = Sp.h + ph*h);
SRbInspectionOk = (Smb = Sp.b + pb*h);
SRcInspectionOk = (Sg,c = SR.C + pc*h);
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SRdInspectionOk = (Smd = §;.a + pd*h);

T;:
T;:

r =

—_

rs =

t3=

T3

modq[Ef + powermodq[z, 3] * ;Tﬁ];

B
modq[?‘ * 3 - yTi],

moda[y" » Si];

inspectionReply["t3"];
inspectionReply["tau3"];

T3InspectionOk = (T3 == t3*g + tT3xh);
t3DefinitionOk = (modq[t3] = modq[iE.F} + TQ.FI]);

ts
Ts

inspectionReply["t5"];
inspectionReply["tau5"];

T5InspectionOk = (Ts5 == ts*g + tTsxh);
t5DefinitionOk = (modq[ts] == modq[iz.F;]);

—
1o,
N
1
—

Fo,w

—_

LT

t1,u

>

Ti,w

= modq[EEﬁ v oZay oW - wQJ*y‘l];
= SLus

= modq [m*y" - y2‘1];

= moda St uxy" |5

= inspectionReply["t1W"];

= inspectionReply["taull"];

TiWInspectionOk = (Ty,u = tyu*g + tq,u*h);

tiWDefinitionOk = (modq[th] = modq[I;E.FZ] + I u-Tou );

ta,u

T2,W

= inspectionReply["t2W"];
= inspectionReply["tau2W"];

T2WInspectionOk = (T, = ty u*g + Ty,u*h);
t2WDefinitionOk = (modq[th] = modq[I;;.FZ]]);

If[useInnerProductProtocol,

1 - modq[i; + i;*xAz];
r o= modq[FI*x + F;*XA3];

1DefinitionOk = True;
rDefinitionOk = True;

1rRow = {"i i=q 1;+1;x2\nF i=q F;X+F;X3", SpanFromLeft, SpanFromLeft};
1; = modq[i&] + T;]*x];

Tu = modq[F&] + an*x];

ty = modq [TI;F\W]J

1WDefinitionOk = True;

rWDefinitionOk = True;
1WrWRow = {“i; i=q

—_—

&w+1wa\nF; i=q Po,u+r1,ux", SpanFromLeft, SpanFromLeft};

(»Elsex),
1DefinitionOk = (modq[i] = modq[i; + I;*XAZ]);
rDefinitionOk = (modq[F] = modq[F;*x + F;*XA3]);

1rRow = {"i = i;+i;x2\n? : rix+r3x>", "Definition\nDefinition", ToString[1DefinitionOk

1wDefinitionOk = (modq[iﬁ] = modq[T;a + I:;*X]);
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rWDefinitionOk = (modq[F;] = modq[FZﬁ + FZ]*X]);
IWrWRow = {“i; 2 ToutIwX\NTy 2 Tou+Trux", "Definition\nDefinition", ToString[lWDefil
E
muhDefinitionOk = (modq[up] == modq[a + B*X*2 + pp*x"3]);
mubDefinitionOk = (modq[up] == modq[a + B*X*2 + pp*x"3]);
mucDefinitionOk = (modq[u.] == modq[a + B*X"2 + p.*x"3]);
mudDefinitionOk = (modq[ug] == modq[a + B*X*2 + pg*x"3]);
tauxDefinitionOk = (modq[tx] = modq[ow*powermodq[y,n—l]*ﬁ*x + T3*X"3 + t5*XA5]);
tDefinitionOk = (modq[f] = modq[i.?]);
tauxWDefinitionOk = (modq[z,,y] == modq[oyxpowermodq[y,n-1] + Ty u*X + Ty u*X"2]);
tWDefinitionOk = (modq[f@] == modq[iﬁ.Fﬁ]);
Print[Grid[{

{Style["Expression",Bold], Style["Type of Check",Bold], Style["Value",Bold]},

{"nx", "Permutation", x},

{"S" “Shift", S}J

{“Aw g <aLw,g> + <aRw,h> + ayh", "Inspection”, AWInspectionOk},
{“Sw g <st,g> + <5Rw,h> + Byh", "Inspection”, SWInspectionOk},
{“51 G 5n(h)“ "Shifted permutation”, hPrimePermutationOk},
{“51 5 Sn(b)" "Shifted permutation”, bPrimePermutationOk},
{"51 g sw(c)", "Shifted permutation”, cPrimePermutationOk},
{“37 L Sn(d)" "Shifted permutation”, dPrimePermutationOk},

{“V = sg", "Inspection”, VInspectionOk},

{"w lgm g + oyh", "Inspection”, WInspectionOk},

{“5; t=, st (k)\na, :=, Multiplicative aggregation of a, starting at 1", SpanFromLeft,
{"a", "", a},

"B, ", B},

{"on", "": Pnl}s

{"ep"s ""s Pb}s

{"pc"s ""s Pc}s

{“pd K] "".v pd]‘:

{II?LII, nn SL})

{ ;; , oo SR}:

{'AL = <aL,g> + ah", "Inspection", ALInspectionOk},

{“SL 1 <s.,8> + Bh", "Inspection”, SLInspectionOk},

{“Smh 2 p,h> + pyh", "Inspection”, SRhInspectlonOk}

{"Smb z <§§,B> + pph", "Inspection", SRbInspectlonOk},

{“SR,c z <§§,E> + pch", "Inspection”, SRcInspectlonok},

{“Smd z <§§,a> + pgh", "Inspection", SRdInspectlonOk},

{“i; i=q 5: + z3§:ﬁ\n1; i=q §f\nr1 i=q y oaR - yzl\nr3 i=q Y OE; , SpanFromLeft, SpanFro
""", ", t3},

{"z3", "", T3},



"Ts3 5 gt; + hz3", "Inspection”, T31nspection0k},

?
"t3 =4 <le,r3> + <12,r1> , "Definition", t3Definitio

"t5": "ot),

5> Ts}s

gty + hzs", "Inspection”, TSInspectionOk},
? =
"ts =q <1p,r3>", "Definition”, t5Definition0k},

1
"t ", toiud,
Ty

5> Ti,u}s

nok}

= gt, y + hty,u", "Inspection”, leInspectionOk},

o
Q
td
=
I
<
iy
L
=~
>
3
&
=
n
o
<l
o
[
td
:
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2 — — s e s e
"ti,u =q <lo,wsPi,w> + <liwsPe,w>", "Definition”, t1WDef1n1t10n0k},

"tzw 3 "": tz,w}:

om
To,u'"s s> T2,u}»

Tzw _thW + htzw

{
{
{
{
{
{
{'m t=q AL + 7y + W o @y‘l\nm =q SLW\NTo,u ©
{
{
[
{
{
{
{"
{

, "Inspection”, T2wInspection0k},

tzw =q <11w,r1w> , "Definition", tZWDefinitionOk},

1rRow,
IWrWRow,

3n

Il v

I v

{“tw éq <1w,F;>", "Definition", tWDefinitionOk}

}, Alignmenta{{Left,Left,Left}},FrameaAll]];

success = False;

Which [
IAWInspectionOk, InspectionFailed["AW"],
1SWInspectionOk, InspectionFailed["SW"],
thPrimePermutationOk, InspectionFailed["Permutation
IbPrimePermutationOk, InspectionFailed["Permutation
IcPrimePermutationOk, InspectionFailed["Permutation
!dPrimePermutationOk, InspectionFailed["Permutation
1VInspectionOk, InspectionFailed["V"],
IWInspectionOk, InspectionFailed["W"],
IALInspectionOk, InspectionFailed["AL"],
1SLInspectionOk, InspectionFailed["SL"],
ISRhInspectionOk, InspectionFailed["SRh"],
1SRbInspectionOk, InspectionFailed["SRb"],
1SRcInspectionOk, InspectionFailed["SRc"],
I1SRdInspectionOk, InspectionFailed["SRd"],

a + Bx? + opx’", "Definition", muhDefinitionOk},

a + Bx* + ppx>", "Definition", mubDefinitionOk},

of h'"],
of b'"],
of ¢'"],
of d'"],

{7

{u.,q

{ Ue éq a + Bx® + pcx3", "Definition", mucDefinitionoOk!,

{ Ud ;q a + Bx? + pgx>", "Definition", mudDefinitionOk},

{ Ty ;q owymlﬁx + T3X° + TsX°", "Definition", tauxDefinitionOk},
{“t ; r>", "Definition", tDefinitionOk},

{0

q owy" T+ TiuX + thxz", "Definition", tauxWDefinitionOk},
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1T3InspectionOk, InspectionFailed["T3"],
1t3DefinitionOk, InspectionFailed["Definition of t3"],
1T5InspectionOk, InspectionFailed["T5"],
1t5DefinitionOk, InspectionFailed["Definition of t5"],
ITIWInspectionOk, InspectionFailed["T1W"],
1tiWDefinitionOk, InspectionFailed["Definition of ti1W"],
1 T2WInspectionOk, InspectionFailed["T2W"],
1t2WDefinitionOk, InspectionFailed["Definition of t2wW"],
11DefinitionOk, InspectionFailed["Definition of 1 vector"],
IrDefinitionOk, InspectionFailed["Definition of r vector"],
!1WDefinitionOk, InspectionFailed["Definition of 1W vector"],
IriWDefinitionOk, InspectionFailed["Definitino of 1R vector"],
ImuhDefinitionOk, InspectionFailed["Definition of muh"],
ImubDefinitionOk, InspectionFailed["Definition of mub"],
ImucDefinitionOk, InspectionFailed["Definition of muc"],
ImudDefinitionOk, InspectionFailed["Definition of mud"],
1tauxDefinitionOk, InspectionFailed["Definition of taux"],
1tDefinitionOk, InspectionFailed["Definition of t"],
ItauxWDefinitionOk, InspectionFailed["Definition of tauxW"],
1tWDefinitionOk, InspectionFailed["Definition of tW"],
True, success = True

15

success

If[!useInnerProductProtocol,

If[fiatShamirSingleKernel,
Print["Can not send inspection requests in Single-Kernel mode. Done."];

(xElsex),
StateMachineRestore["inner_product_argument_linear"];
TellProver[{"_inspection_request_"-True}];
inspectionReply = WaitForVariable["_inspection_reply","Prover"];
(*Waiting for reply until timeout not possible in Mathematica:
Not receiving an inspection reply in a certain amount of time
should qualify as dishonest behaviour of the prover.x)
If [MultiKeyShuffleArgumentInspection[inspectionReply],

InspectionSucceeded[];

15

15

FrontEndTokenExecute["EvaluatorAbort"];

15

Inner Product Protocol

Set up vectors and variables for successive halving

Pad 7, F:, B;, ¢ and d" such that their lengths become a power of two, resulting in the vectors 6, H,
B, C and D. Pad vectors of scalars with zeros and vectors of elliptic curve points with points at

infinity. b has a name collission with the randomizers of the ElGamal ciphertexts. Thus, @ and b are
indexed with “IP” in the code.
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D e f i n e

Pih,b)c,d} = AL+ Aghbcd) X + SLX + Spinbed X +< 7, 2Ay">+<ih, b,c,dy, ‘XF > ~Hihpea b+ tg
and P, :=Ay + Syx +<7, ZF+W—W)/‘1>+<F;, —F>—uwh+t];vg'.

P ;h,b,c,d} is equivalent to
<6,6>+<B,m>+<6,3>g': <T, §>+<?,m>+<7, ?>g'

and P;/V is equivalent to < ay, G>+<by, ﬁ>+<m,FW>g'= <Iy, §>+<m,ﬁ>+<m,r_w‘>g' but
only the prover can calculate 'D;h,b,c,d,W} this way. Iteratively adding up those and all “halved” ver-

sions of P%h,b,c,d,w} (which are yet to be calculated) is the central part of the inner product protocol

which ensures the correctness of the inner product after verification.

StateMachineRestore["mk_shuffle_argument_check"];

Npow2 = 2°Ceiling[Log2[n]];
(*pad vectorsx)

G = Join[g[[1;;Min[{nouz,n}]],ConstantArray [ecPnt [w, @] ,Max [0,Npa2-n]] ]
H = Join[ﬁjﬂl;;Min[{nmmz,n}]],ConstantArray[eant[m,w],Max[e,nwmz—n]]];
B = Join[?[[1;;Min[{npowz,n}]]],ConstantArr-ay[eant[oo,oo],Max[e,npm-n]]];
¢ - Join[?[[1;;Min[{n,,o,,,z,n}]]],ConstantAr-r-ay[eant[oo,oo],Max[o,npowz-n]]];
D = Join[aiﬂl;;Min[{npmﬂ,n}]],ConstantArray[eant[m,m],Max[a,npmn—n]]];

P, = P, - upxh + tag';
Py = Py - ppxh + %*g';
P, = P - pcxh + 'E*g';
P; = P; - pgxh + 'E*g';
P; = Py - pyxh + {N*g';

(xKeep track of different versions of E, ﬁ, §, E, 5, and meb;,mw} throughout halving stepsx)
G, = {G};
H, = (H};
B, = (B);
G = {C);
D, = {D};
Po,n = {Py};
P2,b = {Py};
Pz,c = {Pc,]’.;
P2,a = {Pg};
Poow = {Py};

Print[Grid[{
{Style["Name",Bold],Style["Semantics",Bold],Style["Value",Bold]},
{“nmmz t= 2f“€w]",“5ma11est power of 2\ngreater than\nor equal to n",nmmz},

{"6 := padded é","",é},
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"ﬁ .= padded H;","",_\},

Wl

{ H
{"§ := padded B:","", },
{"E := padded Ei",““,f},
{ b}
{

"B :- padded T","",

k]

"P{hb c,d) E meb,gd} - u{mb,gd}h + {g'","Combination of\nShuffle Proof\nConditions Based\r
{"P@ 2P, - uh + t,g'","Combination of\nPR Proof Conditions“,Pﬁ}

}, Alignment»{{Left,Left,Left}},FrameeAll]]

If[!interactive,Print[FiatShamirGrid[]]];
Print [CommunicationCostGrid[]];
ProcessNewMessages|[];
StateMachineSave["inner_product_setup"];

If[!interactive && !fiatShamirCheckOk, VerificationFailed["Fiat-Shamir check on u'"]17];

Name Semantics Value

Npow2 = 2[ 108, | Smallest power of 2|4
greater than
or equal to n

G :- padded g {ecPnt|

101548470124 358210188072679 -
181678188450387 789916 654 718 -
462374321277 161805765354,

70108 350633035199 759065 376 354 -
370719210357510544 392766 796 -
027711414587086150112],

ecPnt |

81881281191882355160881140819 -
926411859223579216161 786219 -
247020789084 841886435,

40551526 063420644 421580965 386 -
725729859544147 053123598525 -
382531556934666119757],

ecPnt|

27 427957168767 222510921650620 -
077570798709 753797 557 336 240 -
233137618475833226690,

42 650441509520 284448005737 515 -
710331630163 209846762957 134 -
645512392724356208176],

ecPnt[w, w]}
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H o:- padded h* {ecPnt|

78567 409798129814 866150056 060 -
307 810399673849671094 211427 -
553792618009 791659 223,
50464327 830870926 983164 620566 -
499054 037449550745776 160 850 -
919973618220747519859],

ecPnt|

16230325873944567 770651181130 -
303324912121224490 802407 282 -
022789649993284143768,
13743595330208 364632961058 787 -
086 372972527668 621267 658729 -
713274917516 7658780257,

ecPnt|
73955863155933535982859074 509 -
836995565814 682227118115 222 -
970062094 871722157 004,
12661142 626516128143 965107 877 -
524 977948748772 063737 046 982 -
621034957911954836350],

ecPnt[w, =]}

B :- padded b* {ecPnt|
59043719839056093060455647 773 -
031110426513415445959592 906 -

283022536109982 690406,
15581121562794375473593 189690 -
062526490521 359132176103 829 -

752471918632 3702953367,

ecPnt|
112521091029611710525094 888 -
851919040284 401 236 803 289 858 -
290779025976942166 966 892,
71802 849234922876 881679460 540 -
584158214170652826 348764564 -
492 847489002175595813],

ecbPnt |

35174 235482391906 576 550590433 -
357 833240355046 807 245 255 381 -
964494 894476083 182660,
55925870782800122 155770079 253 -
820122879523420329479534761 -
202990107031888939945],

ecPnt[w, ]}
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C :- padded c* {ecPnt|

82677993194 665902474541122728 -
628239106974 633730721916 315 -
448799654 380724509062,

82899414 855368741404724030068 -
539514612899114 324925700999 -
638050403 382505421116],

ecPnt|

45422098 385527520105 729242155 -
385912239396352275187 691869 -
915510620991 934 660 246,

42981417 682506 542 040834084511 -
832054752082115 267275737 379 -
170623738544398871700],

ecPnt|

79731591686 381398751792815416 -
125448258 844377 845199135938 -
472730072263316128928,

14986 293 206 980 309 680 514 267 840 -
081157 662963426467 477 088 209 -
824552014914871589040],

ecPnt[w, =]}

D := padded d* {ecPnt|

97038873997667 556164890627 159 -
143816584 036737 601412047 181 -
786115325137 586 601 893,
28632182194 222 295567 409644033 -
114434203763 962660717 808 858 -
714 880991421895676479],

ecPnt|

114943785603 625565834113 287 -
895479632817 105457 530959156 -
178552924525977 788156 149,
75005 268061152 234748488 293094 -
956 398629562 793675 286378681 -
571354 303324894122899],

ecbPnt |

34283013894072667 721275831653 -
793797981117913068563 331324 -
282032073934983 384369,
16444072431226081049726942532 -
624 576021955849773018079843 -
576838182070874161038],

ecPnt[w, ]}
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Plnb,c,d) = Combination of {ecPnt|
., - Shuffle Proof 42427373215793781 659408924843 -
Plhb,c,d) — Hinb,calh + T8 o
20 Conditions Based 768227 225882770 225375757 126 -
on h, b, € resp. d 397503527 068891674844,

25721469407 782422059186 990187 -
869888211409564 752656079140 -
365100434148494723328],

ecPnt|

53093155971198350375134075441 -
510772569193709629578094931 -
141813154 602 240 565 106,

55938320630024 527613951 665036 -
283624008160716735992177 830 -
942127603092 847901156],

ecPnt|

87623278363384013501616 299 287 -
548132476 250177 902 650041 648 -
463953140336403 353190,

41060481386143080378375521196 -
934627 853309131610093 864 338 -
133773149938053272351],

ecPnt|

81848919976003370114473563771 -
257237692448 808430626166 945 -
431568046554818008682,

2643826270596 107 626 712 310 049 -
127795608 650776 351598 726 801 -
898843301631070212794]}

P; P, - uh + tug' Combination of ecPnt|

PR Proof Conditions| 98991610 698448567 601040979 656 -
886525408488940163 120548 218 -
252896669433046079564,
52231224843856 607 266 205 397 725 -
579670752662 648 688 237 226 846 -
639049801479 304835028]

Total Communication Cost

Type |Count|Names Bits
group |14 V, W, AW, SW, AL, SL, SRh, SRb, SRc, SRd, T3, T5, TiW, T2W 3598
scalar|15 r, u, y, z, w, X, taux, muh, mub, muc, mud, t, tauxW, muW, tW|3840
total (29 7438

Halving Iterations

Let Ppno.c) 3= Pl ey

Continue to:

- Split and halve 6, H,B,and C based on challenge which is sent to prover,

- Receive commitments Ly wy and Ripp.cw) to P’s @jp and by resp. @y and by,
- Calculate halved versions of P;h)b)C’W}:

Split into lower and higher parts:
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In[254]:=

Gio <> Gpi =G
Tﬂ:‘<>7ﬂ;:=77

EE;<>EE?::B
Co<>Cpii=C
Dio <>Dp;:=D

Receive commitments Ly c 4wy and R b c. 4w} from the prover.

Generate random challenge ujp (called x in the Bulletproof paper) and send it to the prover. To
avoid name collission with previous challenge u index with “IP”,
Calculate halves:

= N
Ghext :=U"" Gjp + U Gy,

{H, B, C, D}yext := U{H, B, C, D}, + u™* {H, B, C, D},

Prext{hbc.d ) = Pihb.cdw) + U Lipp c.dwy + U™ Rinbc.dm)

Set Pipb,c,dw) := Pnextfhb,c.dw} and go to next iteration until the size of the halved vectors has reached
1.

Last single-valued step:

Go := Grextl1]

Ho := Hnext[1]

Bo:= Brexll]

Co = Cooull]

Do := Dnexl1]

Po,ib,b,c.dw := P(h,b,c.dw)

Receive ay, by, agw and by i from the prover.

The “anatomy” of Py p.c.dw} iS: Pohb,cdw) = Pih,b,c,d,W} +< U3, Lahpcdmy >+ < U3°, Raghpcdw > This
can be calculated as a sanity check at the end.

Calculate ¢o:=agby and check if Pogpcq equals aoGo+bo{H, B, C, D}y + Co g. Also check if
Cow := Ao bow and if Pg y equals agy Go + bow Ho + Cow g -

These final verification steps mark the end of the inner product protocol.

Note on implementation: Indices of vectors count up from 1 to log, nyons +1
(currentIteration) and numbers for names of elements of vectors count down from log, nyow,

to0(k, ciStr),i.e.fornpou, =16: w[l]=w.4, w[2]=w.3, ... w[5]=w.0

StateMachineRestore["inner_product_setup"];

n; = {npow2}3
k2 {Lng[npowz] }5

(*Re-initialize G, H, a, b and P in case of multiple cell evaluationsx)

& = {&01};

(9]
N
n

Hyra1};

(Fara1)
B, = {B.111}
(G}

I
N
n

.
3
.

Gl;

(@l
N
n
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D, = {D:011};

Pa,h = {P2,n[11};
Py, = {P2,p[11};
PZ,c = {Pz,c[[l]]}.;
P,a = {P2,4[11};
Po,u = {P2,ul1l};

La,n = ()5
Lo = {};
I-2,c = {};
L2,a = {};
Low = {};
Ra,n = {};
Ra,b = {};
Ra,c = {};
R2,a = {};
Row = {};
u = {};

currentIteration = 1;

While[nzﬂcurrentIterationn # 1,
ciStr = IntegerString[k,[currentIteration]];
Print[Grid[{
{Style["Iteration "<>ciStr<>" (Counting from "<>IntegerString[k,[1]]1<>" to @)"], Spai
{Style["Name",Bold],Style["Semantics",Bold],Style["Value",Bold]},

{"k := ky."<>ciStr,"Current Iteration\n(counting down)",k,[currentIteration]},
{“nz.“<>ciStr<>" = 2% "Current Length\nof Vectors“,nzﬂcurrentIterationﬂ},

{“a = E;."<>cistr,"",E:Ecurrentlterationﬂ},

{“ﬁ = ﬁ;."<>ci5tr,"",ﬁ;EcurrentIterationﬂ},

{“3 t= E;."<>ci5tr,"",E;EcurrentIterationﬂ},

{“E = E;."<>cistr,"",E;EcurrentIterationﬂ},

{"B = Dz."<>ciStr,"",B;EcurrentIterationﬂ},

{"P{mbm,¢W} = PL{mbﬁ,mw}."<>ciStr,"",{PLhEcurrentIteration], P, pIcurrentIteration],
}, Alignmenta{{Left,Left,Left}},FrameaAll]];
currentN = n,[currentIteration];

halfN = currentN/2;
= ky[currentIteration];

= E;EcurrentIteration];
= ﬁ;EcurrentIteration];
= E;EcurrentIteration];

= E;EcurrentIteration];

O Nl W T O X

= B;Ecurrentlteration];

P, = P, h[currentIteration];
P, = P, [currentIteration];
P. = P, c[currentIteration];
Pq = P g[currentIteration];
Py = P,y[currentIteration];



60 | MultikeyShuffle-Verifier.nb

(*Split into lower and higher partsx)

Gro = G[1;;halfN];

E; = EEhalfN+1;;—1];

FE: = ﬁﬂl;;halfN];

EG = ﬁEhalfN+1;;—1];

B, = B[1;;halfN];

Bn = B[halfN+1;;-1];

EE: = EEl;;halfN];

a; = EEhalfN+1;;—1];

5; = BEl;;halfN];

Dpi = D[halfN+1;;-1];

(xReceive L and R from proversx)

L, = WaitForProversVariable["Lh."<>ciStr];

R, = WaitForProversVariable["Rh."<>ciStr];

L, = WaitForProversVariable["Lb."<>ciStr];

R, = WaitForProversVariable["Rb."<>ciStr];

L. = WaitForProversVariable["Lc."<>ciStr];

R. = WaitForProversVariable["Rc."<>ciStr];

Ly = WaitForProversVariable["Ld."<>ciStr];

Ry = WaitForProversVariable["Rd."<>ciStr];

Ly = WaitForProversVariable["LW."<>ciStr];

Ry = WaitForProversVariable["RW."<>ciStr];

AppendTo[L; n,Ln];

AppendTo[R;,h,Rn] 3

AppendTo[L;,p,Lb];

AppendTo[R;,p,Rp] 5

AppendTo[L; c,Lc];

AppendTo[R;,c,Rc];

AppendTo[L;,q4,L4];

AppendTo[R; 4,Rq];

AppendTo[L; u,Ly];

AppendTo[Ry,u,Rul ;

If[!interactive,
FiatShamirAdd["Lh."<>ciStr,compressPoint[L,],entropyParameters["group”]];
FiatShamirAdd["Rh."<>ciStr,compressPoint [R,],entropyParameters["group”]];
FiatShamirAdd["Lb."<>ciStr,compressPoint[L,],entropyParameters|["group”]];
FiatShamirAdd ["Rb."<>ciStr,compressPoint [R,],entropyParameters["group”]];
FiatShamirAdd["Lc."<>ciStr,compressPoint[L.],entropyParameters["group”]];
FiatShamirAdd["Rc."<>ciStr,compressPoint [R.],entropyParameters|["group”]];
FiatShamirAdd["Ld."<>ciStr,compressPoint[Ly4],entropyParameters|["group”]];
FiatShamirAdd["Rd."<>ciStr,compressPoint [R4],entropyParameters["group”]];
FiatShamirAdd ["LW."<>ciStr,compressPoint[L,],entropyParameters["group”]];
FiatShamirAdd["RW."<>ciStr,compressPoint [R,] ,entropyParameters|["group”]];

15

Print[Grid[{
{Style["Name",Bold],Style["Semantics",Bold],Style["Value",Bold]},
{ L{hb c,d} ‘= LL{mb,gd}."<>ciStr,"Commitments to\n halves of a and B\nbased on \n{ﬁ,E
{“R{hb c,d} *= RL{hm,gd}."<>ciStr,“Commitments to\n other halves of 3 and b\nbased on

{"Lw := L. "<>ciStr,"Commitment to\nhalves of\na,, and b, ,\nfrom P"<>ciStr,L, ,[curr

{“Rw ,ue"<>ciStr,"Commitment to\nother halves of\na, ), and b, ,\nfrom P"<>ciStr,R;
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}, Alignment»{{Left,Left,Left}},FrameaAll]];

If[interactive,

(*Random challengex)
urpp = SendRandomChallenge["u."<>ciStr,1,q-17;
fiatShamirCheck = {};

(»Elsex),

(*Fiat-Shamirx)
urp = FiatShamirGet["u."<>ciStr,q,entropyParameters["scalar"]];
uProver = WaitForProversVariable["u."<>ciStr];
fiatShamirCheckOk = (uProver = ugp);
If[!fiatShamirCheckOk, GiveInsight[{"u."<>ciStr-up}11];

fiatShamirCheck = {

{

"Fiat-Shamir check on u."<>ciStr<>":\ncCpprover z FiatShamir ("<>
If [currentIteration=:1,"u'","u."<>ToString[currentIteration-1]]<>
",Lh."<>ciStr<>",Rh."<>ciStr<>
",Lb."<>ciStr<>",Rb."<>ciStr<>
",Lc."<>ciStr<>",Rc."<>ciStr<>
",Ld."<>ciStr<>",Rd."<>ciStr<>
",LW."<>ciStr<>",RW."<>ciStr<>")",

fiatShamirCheckOk

}s
[E

AppendTo[u;,urp] ;
-1

u™" = modinvq[usp];
= E— -1 .
Gnext = Uu *Gl°+qu*Ghi,

AppendTo[G;,E;;:];

—_—

— g =
Hpext = Urp*Hijo+U “*Hpis

AppendTo[ﬁ;,ﬁ;;:];

—_—

— -1 —
Brext = Urp*Bio+U " #Bp;;

AppendTo [Bz, Bnext] H

A —_— -1 —\.
Chext = Urp*Cio+U " *Chj;

AppendTo[Cz,Cnma]S

—_—

Dpext = uIP*D1°+u'1*Dhi;
AppendTo[Dz,Dmmt];

Pnext,h = Pn + Ump”2xLp + u_lAz*Rh;
AppendTo [P, h,Phext,nl 3
Pnext,b = Pp + Up”2xly + u_lAz*Rb;
AppendTo [P p,Phext,b] 5
Phext,c = Pc + Up”2xL. + u_lAz*Rc;
AppendTo [Py, c,Phext,c]s
Phext,d = Pg + Up"2xLy + u_lAz*Rd;
AppendTo [P;,q,Pnext,d] 5
Prext,u = Pu + Urp"2xLy + U™'"2xRy;
AppendTo [P iy, Prext,ul 5
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Print[Grid[Join[
{

{Style "Fold E, ﬁ, §, E, D and P based on challenge qu"], SpanFromLeft},

{Style["Name",Bold],Style["Value",Bold]},
{"up := uy."<>ciStr,up}

}

fiatShamirCheck,

{

—_— _ —
{ Gpext := u:[pGlo + UrpGhi", Gnext} )
II|'Inext t= UppHy, + uIPth s Hnext
" Bpext := UrpB1o + u:[p Bh1 s Bnext

3

"C t= upCy + uIPchl »Chext

=
o
x
+

l

B

—
Dpext := UrpD1o + uIPDhl sDnext

{ Fet }
{ Brex )
{Cren = unCro Crox}
{ Brex}

.o_ -2
{"Pnext,{h,b,c,d,w} .= P{h,b,c,d,w} + uIPL{h,b,c,d,w} + uIPR{h,b,c,d,w}“:{Pnext,h:Pnext,bJPnext,cppne

}

], Alignmenta{{Left,Left}},FrameaAll]];
(*Update variables for next iterationx)
AppendTo[n,,halfN];

k = k - 1;

AppendTo [k,, k] ;

currentIteration += 1;

(xLast, single-valued iterationx)

cistr = IntegerString[k,[currentIteration]];
ng = ny[currentIteration];

ke = ky[currentIteration];

= E;EcurrentIteration];
= ﬁ;ﬂcurrentIteration];
E;EcurrentIteration];

= E;EcurrentIteration];

Ol 0} W I o)
]

= Bzﬂcurrentlteration];

P, = Py h[currentIteration];
P, = P, p[currentIteration];
P. = P, c[currentIteration];
Pq = P, g[currentIteration];
Py = Py u[currentIteration];

Go = GI1I;
He = HI1I;
Be = B[1I;
Co = CI1I;
De = D[1I;
Po,h = Pn;
Po,b = Pp;
Po,c = P¢;
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Po,u = Pus

de
be

WaitForProversVariable["a0"];
WaitForProversVariable["b0"] ;

If[!interactive,

15

FiatShamirAdd["a@",ag,entropyParameters["scalar"]];
FiatShamirAdd["b@",by,entropyParameters["scalar"]];

Co = modq[agxbe] ;

do, W

bo,u

If[!

15

= WaitForProversVariable["a0W"];

= WaitForProversVariable["boW"];

interactive,

FiatShamirAdd["a@W",ae ,,entropyParameters[“scalar"]];
FiatShamirAdd["beW",be ,,entropyParameters["scalar"]];

Co,w = modq[ae,w*be,w]i

POhcheck = ag*Gp + bg*xHp + ca*g';

PObcheck = agxGy + bp*Bp + Coxg ;

Poccheck = ae*Ge + ba*Ca + Ca*g';

Padcheck = agxGy + bp*Dp + Coxg ;

POWcheck = ae,w*Ge + be)w*He + Ce’w*gl;

Print[Grid[{

{Style["Iteration "<>ciStr<>" (Counting from "<>IntegerString[k,[1]]<>" to @)"], SpanFror
{Style["Name",Bold],Style["Semantics"],Style["Value",Bold]},

{"ne t= ny."<>cistr<>"[1] g 1","Halving Complete?",ne=1},

x‘
[
n

ky."<>ciStr<>"[1] z 0", "Halving Complete?",“P,V“,ke=0},

o
)
I
(1]
N

.“<>ciStr<>"[1]","",Ga}:

x
)
I

:= Hy."<>ciStr<>"[1]1","",Hp },

J<>cistr<>"[11","",Cot,

o
[

1
&
N

}
."<>ciStr<>"[1]","",Be}:
}
}

"Dy 1= Dy."<>CiStr<>"[1]","",Dp},

de ;aa},

P e T e W e W e N e N e W Y
o]
o
n
2|

"be“, ""—'ba} B

"ae,w": "",ae,w} )
{"be,u">""sbo,ul>»

{"Pe,(n.b,c,du} 1= P2,(n,b,c,d,u} - "<>CiStr,"", {Po,n, Po,bs Po,cs Po,ds Pe,u}},
{"Co := agbe","",Co},
{"Co,u := aAg,ube,u">""sCo,ul>

" 2 p- 2 -2 w o : "
{ Po,{h,b,c,d,u} = Pfn,b,c,aw} * <Uzsla fn,b,c,a,u}> + <U2"5Rz (h,b,c,a,u}>">"Sanity Check\nfor Po", {P,

{"Pm{hm,gd} 0 Gpag + {H,B,C,D}gby + cgg'",style[“Check No.2{h,b,c,d} for\nVerification of\

{"me g Goag,n + Hobo,u + cmwg'",style[“Check No.2W for\nVerification of\nPR Proof\n (with I

}, Alignmenta{{Left,Left,Left}},FrameeAll]]

Print ["Inner product protocol finished."]
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Print [CommunicationCostGrid[]]
If[!interactive,Print[FiatShamirGrid[]]];
ProcessNewMessages|[];
StateMachineSave["inner_product_halving"];

If[Po,h#POhcheck,

VerificationFailed["Check No.2h for Verification of Range Proof (with Inner Product Protoc
(*Elsex),
If[Po,,#PObcheck,

VerificationFailed["Check No.2b for Verification of Range Proof (with Inner Product Protoc
(xElsex) ,
If[Po,.#POccheck,

VerificationFailed["Check No.2c for Verification of Range Proof (with Inner Product Protoc
(*Elsex),
If[Pg,q#P@dcheck,

VerificationFailed["Check No.2d for Verification of Range Proof (with Inner Product Protoc
(xElsex) ,
If[Po, #POWcheck,

VerificationFailed["Check No.2W for Verification of Range Proof (with Inner Product Protoc
(xElsex) ,

VerificationSucceeded[];

11111

Iteration 2 (Counting from 2 to 0)
Name Semantics Value
k 1= k.2 Current Iteration|2
(counting down)

n,.2 = 2K Current Length |4
of Vectors

G := Gy.2 {ecPnt|
101548470124358210188072679181678 188450 -
387789916 654718462 374321277 161 805 765 -

354,

70108 350633035199 759065376 354370719 210 -
357510544 392766796027 711414587 086 150 -
112], ecPnt]|

81881281191882355160881140819926411859 -
223579216161786219 247020789084 841886 -
435,

40551526 063420644421 580965 386725729859 -
544147 053123598525382531556934666 119 -
757], ecPnt|

27427957168767222510921650620077570798 -
709753797557 336240233137618475833226 -
690,

42650441509520284448005737 515710331630 -
163209846 762957 134645512 392724 356 208 -
176], ecPnt[w, o]}
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{ecPnt|

78567 409798129814 866150056 060 307 810 399 -
673849671094 211427 553792618009 791659 -
223,

50464 327830870926 983164620 566 499 054 037 -
449550745776160850919973 618220747 519 -
859], ecPnt|

16230325873944567770651181130303324912 -
121224490 802407 282022789 649993 284143 -
768,

13743595330208364632961058787086372972 -
527668621267 658729713274917 516765878 -
025], ecPnt|

73955863155933535982859074 509836995 565 -
814 682227118115222970062094 871722157 -
004,

12661142626516128143 965107 877524977 948 -
748772063737 046982621034957911954 836 -
350], ecPnt[w, ©]}

W

{ecPnt|

59043719839056093060455647 773031110426 -
513415445959592 906 283022536109 982 690 -
406,
15581121562794375473593189690062 526490 -
521359132176103829752471918 632370295 -
336], ecPnt]|

112521091029611710525094 888851919040 284 -
401 236 803 289858290779025976 942166 966 -
892,

71802849234922876881679460540584158214 -
170652826 348764 564 492 847 489002 175 595 -
813], ecbPnt|

35174 235482391906 576550590433 357 833 240 -
355046 807 245 255381964494 894 476 083 182 -
660,

55925870782800122155770079 253820122879 -
523420329479534761202990107 031888939 -
945], ecPnt[w, »]}
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C :=GC.2 {ecPnt|

82677993194 665902474541122728628 239106 -
974633730721916 315448799654 380724 509 -
062,

82899414 855368741404724030068539514612 -
899114 324925700999 638050403 382505421 -
116], ecPnt]|

45422098 385527520105729242 155385912239 -
396352275187 691 869915510620 991 934 660 -
246,

42981417 682506 542 040834084511832054752 -
082115267275737379170623738544 398871 -
700], ecPnt|

79731591686 381398751792815416125448 258 -
844377 845199135938472730072263316128 -
928,

14986 293 206 980 309 680514 267 840081157 662 -
963426467477 088 209 824552014 914871589 -
040], ecPnt[w, =]}

Ol
I

D,.2 {ecPnt|
97038873997 667 556 164 890627 159143 816584 -
036737601412047181786115325137586601 -

893,

28632182194 222295567409 644 033114434203 -
763962660717 808 858714 880991421895676 -
4791, ecbPnt]

114943785603 625565834113 287895479632817 -
105457530959156 178552924 525977 788 156 -
149,

75005268061 152234748488 293094956 398629 -
562793675286378681571354303324894122 -
899], ecbPnt|

34283013894072667721275831653793797981 -
117913068563 331324 282032073934983384 -
369,

16444072431226081049726942532624576021 -
955849773018079843576838182070874161 -
038], ecPnt[w, x]}
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Pin,b,c,dw) #= P2, (h,b,c,d,u} -2 {ecPnt|

42427 373215793781659408924843768227 225 -
882770225375757126397503527068891674 -
844,

25721469407 782422059186990187 869 888 211 -
409564 752656 079 140 365100434 148494723 -
328], ecPnt]|

53093155971198350375134075441510772569 -
193709629578094931141813154 602 240 565 -
106,

55938320630024527 613951665036 283624008 -
160716735992177 830942127 603092 847 901 -
156], ecPnt]|

87623278363384013501616299287548132476 -
250177 902650041 648463953140 336403353 -
190,

41060481386143080378375521196934627 853 -
309131610093864338133773149938053272 -
3517, ecPnt]

81848919976003370114473563771257 237692 -
448 808430626 166 945431568046 554 818 008 -
682,

2643826270596 107 626 712310049127 795 608 -
650776351598 726801898843301631070212 -
7941, ecbPnt|

98991610698448 567 601 040979 656 886 525 408 -
488940163120548218 252 896 669433046079 -
564,

52231224 843856607 266 205397 725579670752 -
662648688 237 226 846 639049 801 479 304 835 -
028]}

Waiting to receive Lh.2 from Prover ...
Waiting to receive Rh.2 from Prover ...
Waiting to receive Lb.2 from Prover ...
Waiting to receive Rb.2 from Prover ...
Waiting to receive Lc.2 from Prover ...
Waiting to receive Rc.2 from Prover ...
Waiting to receive Ld.2 from Prover ...
Waiting to receive Rd.2 from Prover ...
Waiting to receive LW.2 from Prover ...

Waiting to receive RW.2 from Prover ...

Name Semantics Value

L{mb)md} 1= LL{mb)gd}.Z Commitments to {ecPnt [
halves of a3 and b 51937848323061722610475181980830591 -
based on 914660958406 428433789558 240107 198 -
{h,b,c,d} from P 247801268,
106560155938 380029 201 930 354 580040 167 -
551432141775760085148764943146178 -
634187408], ecPnt|
79863622949771475243779360474452590 -
639328325896457 338087659196 341407 -
241191284,
105853781236 695666 215411488447 363145 -
637561962496 056988 894 367134599023 -
782061088], ecPnt|
63735917 209878754899423202716828621 -
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Rinb,c,d} 1= Ra,(nb,c,a)-2|Commitments to {ecPnt |
other halves of a and b| 13573483833446195039386191823126470 -
based on 200557 258 027 456 445 688 282 344 784 336 -
(h,b,c,d} from P 103649212,

92052 865 363 241 580 056 892 319 302 489 258 -
396224827 868501 036 283 611 297 590 954 -
929380563], ecPnt|

87157 328238 784 876 368 170 585 205 145 864 -
149517917 546 640 676 911 828 505 926 229 -
337545559,

49329002166 834480429 318 163 327 266 459 -
724785883 670773200913 837835518032 -
372564965], ecPnt]

71520343 767673936 517 024 801 860 388 366 -
635511719 271 546 226 054 794 719 093 802 -
183956 346,

9553873364 145156 327 236 306 452 545122 -
960621391111 899159 271714122464 263 -
182680439], ecPnt]

46035612 930752939 628 947 962 040 107 160 -
554358813179 886532133 542862 333459 -
924699781,

45447 377 390 389 063 397 803 533 683 113774 -
914322866417 884 852592 242 983 262 329 -
0774057301}

Ly := Lyu.2 Commitment to ecPnt|
halves of 72556481017632433693661511017 633298 -
m and m 756512 321178079509482506 125039 316 340 -
from P2 588923,

58628123834064766575081733647402276 -
204937487939674442001533559083 399118 -

278801]
Ry := Ryu.2 Commitment to ecPnt|
other halves of 78477488904 028436481 347412600613 206 -
a2 and by, 616914628 278154149166 226 514 663 489 162 -
from P2 792819,

6247 703021684 575 120 229 172 459 504 646 297 -
671321951456 904 911 106 626 166 428 084 591 -
726]

Generated random challenge
u.2 = 49778263016596358861024029034781411586030758570633068967576917901438334298455

Fold @, ﬁ, §, C, D and P based on challenge ujp

Name Value

Urpp = Up.2 49778263016596 358 861024029034781411586 -
030758570633068967 576917901438 334298455
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Gnext

R "
.= uIPGlo + UrpGpj

{ecPnt|

7197114176 193752980303 643403 695828532 -
990120997512485136578092011 866 184 268 -
691,

60730773379641461649 895581 236702273487 -
306 200766 726 745877010587 530816 841971 -
4547, ecPnt]

25740309652130294792014274623822906 233 -
778698 385632087 797179590756 586 611447 -
326,

7559288557 352841504 839453446974796 689 -
854 239679145566 894672072 255 236025 649 -
1927}

Hnext

- — —
1= urpHie + UgpHhi

{ecPnt|

9923669 315589724236175802580426592379 -
857281435169619817 581 664 784 806 305 050 -
600,

69 301315 300 106 900 630 344 329105 588533710 -
615432967 412701440587 206110103 239979 -
056], ecPnt|

69958554 280672469733643275419680116457 -
375050330391 348300638192 607 697 674499 -
972,

70322526074710939661538785781005409111 -
808935480016459677 331324303468832670 -
948] }

Bnext

. " -1
1= upBio + UpBpy

{ecPnt|

103181688 540283 550900115 377074572 906 -
022092269214954726718790501 569 337 390 -
653136,

88587317905811582887852333128737362967 -
001668115722517496378551323743472873 -
003], ecPnt|

78043 950849939 684 905 494 886 280 107 655 203 -
568 705298939663 195960427 464 870794481 -
036,

63028727487 347507 861088825955612637572 -
326719118902 670929 364 859450357002 591 -
2441}

Cnext

: — g
1= UrpCio + UgpChy

{ecPnt|

77 648398 834955981434915225171372670033 -
920110798 382972995557496 536072160616 -
152,

114993206 617 194 884582 252467 178 870 559 -
035021674392919932899922134 085890650 -
235761], ecPnt|

4016477553053980634592868942 935513988 -
297 652249720374332911 319787059969 395 -
864,

107 780355073054 246 547 274550757 710 943 -
490511352511 246 624914 557077 087 278 354 -
0147241}
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— — T
Dnext = UrpD1o + UrpDhi

{ecPnt|

9204564868782270412870134496961531 211 -
545298619676 831565162531509980471661 -
504,

110656 730936 786 158 948 279040537 731 806 -
719194 876 348 740 960 648 492 508 893 706 752 -
6555347, ecPnt]|

57 318399460579 651382855 744160054965 144 -
349045 280754541796 339058133751450351 -
507,

9752431091061141156954293420600431415 -
368763923621403283475976022 665295425 -
015]}

Pnext, {h,b,c,d,W}

2= Pin,b,c,d,u}

2 2
+ UIPL{mb,Qd,w} + UIPR{mb,Qd,W}

{ecPnt|
86549293700705576310670778784597 836333 -
741541083996 755111959480 234696972978 -

414,

20933742971864474163704352952168549433 -
873232361691192046 047 306574101 250 855 -
678], ecPnt|

5329237281080061557087 386541512094 989 -
216765361219651754727 494075651069 853 -
882,

25505779482 843203 644899024985738424791 -
777493582803 862991 865292667 174203131 -
2747, ecPnt|[

101669631185013 308541174 320487 441264 -
026981613007 202453793298531133729 240 -
553633,

82960 685798015 610060110994 730438408801 -
163464994126 881961038986 643726 868054 -
985], ecPnt|

80930121240166 102505541582 335909769099 -
418550745921470989327339028870473478 -
673,

73213433432881882608741 265907 352624933 -
247540024 738086475996 367 177 305424525 -
869], ecPnt|[

77 655419294702414646521152577 006451504 -
570431019614 816 380532870948964 923 887 -
672,

68497 091790293927 373067 739936022 331983 -
241210497 850650557 960 541 940114 992 397 -

of Vectors

8217}
Iteration 1 (Counting from 2 to 0)
Name Semantics Value
k 1= ky.1 Current Iteration|l
(counting down)
n,.1 = 2% Current Length 2
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G,.1

{ecPnt|

7197114176193752980 303643403 695828532 -
990120997 512485136578092011 866 184 268 -
691,

60730773379641461649895581236702273487 -
306 200766 726 745877010587 530816 841971 -
454], ecPnt]|

25740309652130294792014 274623822906 233 -
778698 385632087 797179590756 586 611447 -
326,

7559288557352841504 839453446 974796 689 -
854239679 145566 894672072255 236 025 649 -
1927}

Hy.1

{ecPnt]

9923669315589724236175802580426592379 -
857281435169619817 581 664 784 806 305 050 -
600,

69301 315 300 106 900 630 344 329 105588 533 710 -
615432967 412701440587 206110103 239979 -
056], ecPnt|

69958554280672469733643275419680116457 -
375050330391 348300638192 607 697 674499 -
972,

70322526074710939661 538785 781005409111 -
808935480016459677 331324303468832670 -
948] }

B,.1

{ecPnt|

103181 688540283 550900115 377074572906 022 -
092 269214954726718790 501569 337390653 -
136,

88587317905811582887 852333128737 362967 -
001668115722517496378551323743472873 -
003], ecPnt|

78043 950849939 684 905494 886 280107 655 203 -
568 705298939663 195960427 464 870794481 -
036,

63028727487 347507 861088 825955612637572 -
326719118902 670929 364 859450357002 591 -
2441}

Nl

C,.1

{ecPnt|

77 648398 834955981434 915225171372670033 -
920110798382972995557496536072160616 -
152,

114 993206617194 884 582252467178 870559035 -
021674392919932899922134085 890650 235 -
761], ecbPnt|

4016477 553053980634592868942935513988 -
297 652249720374332911319 787059969 395 -
864,

107 780355073054 246 547 274550 757 710 943 490 -
511352511246 624914557077 087 278 354014 -
7241}
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{ecPnt|

9204564868782270412870134496961531 211 -
545298619676 831565162531509980471661 -
504,

110656 730936 786 158948 279040537 731806 719 -
194876 348 740 960 648 492 508 893 706 752 655 -
5347, ecPnt]|

57318399460579 651382 855744160054 965 144 -
349045 280754541796 339058133751450351 -
507,

9752431091061141156954293420600431415 -
368763923621403283475976022 665295425 -
015]}

Pih,b,c,d,u}

2= P, (hb,c,d,u} -1

{ecPnt|
86549293700705576310670778784597 836 333 -
741541083996 755111959480 234696972978 -

414,

20933742971864474163704352952168549433 -
873232361691192046047 306574101 250 855 -
678], ecPnt|

5329237281080061557087 386541512094 989 -
216765361219651754727 494075651069 853 -
882,

25505779482 843203 644899024985738424791 -
777493582803 862991865292667 174203131 -
2747, ecPnt|

101669631185013 308541174 320487 441264026 -
981613007 202453793 298531133729240553 -
633,

82960685 798015 610060110994 730438 408 801 -
163464994126 881961038986 643726 868054 -
985], ecPnt|

80930121240166 102505541582 335909769099 -
418550745921470989327339028870473478 -
673,

73213433432881882608741265907 352624933 -
247540024 738086475996 367 177 305424525 -
869], ecPnt|

77 655419294702414646521152577 006451504 -
570431019614 816 380532870948 964923 887 -
672,

68497 091790293927 373067 739936022 331983 -
241210497 850 650557 960 541 940114992 397 -
8217}

Waiting
Waiting
Waiting
Waiting
Waiting
Waiting

Waiting

to

to

to

to

to

to

to

receive
receive
receive
receive
receive
receive

receive

Lh.
Rh.
Lb.
Rb.
Lc.
Rc.

Ld.

from
from
from
from
from
from

from

Prover ...

Prover ...

Prover ...

Prover ...

Prover ...

Prover ...

Prover ...
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Waiting to receive Rd.1 from Prover ...
Waiting to receive LW.1 from Prover ...

Waiting to receive RW.1 from Prover ...

Name Semantics Value

L{mb,gd} 1= LL{mb,gd}'l Commitments to {ecPnt[
halves of a and b 75675059526 275504068918777 111 604 858 -
based on 788471629915134420171 265812896626 -
(h,b,c,d} from P 115066 391,

18197 204939082113 188 285 923 892 867 554 -
462472120668 263 296 596 875 421190 375 -
977857454], ecPnt|

12416 377022 545 922 744939 982 468 289 996 -
520934072056 023744 431 017 501 656 184 -
389730319,

81051 326 995 139913 890 607 962 198 725 137 -
410169 439 643 088 588 490 840 272138 742 -
545929540], ecPnt]

98853291129 251635680053 212 406 582 180 -
789552 600 828 913 507 523 250 568 084 217 -
954820657,

87281355932 318972300122 755 145 147 993 -
995 828 597 934 957 482 135 707 810 979 826 -
096 889712], ecPnt|

89851019 805865117 834787 478 702 313 840 -
467099 246 847 828 862 988 794 868 493 385 -
234963271,

10261 371339460 202 553 165 527 510 378 999 -
864989933 882 249 962 958 151 606 189 754 -
1341064171}
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Rin,b,c,d} 1= Ra,(nb,c,a)-1|Commitments to {ecPnt |
other halves of a and b| 30549668 247877315168 586 354189454040 -
based on 046905 352468501612133078991 262937 -
(h,b,<,d} from P 458834121,

8064041 257 520572 495 742 525 983 644 270 -
490558 397 227 754 385810 941 773 435 446 -
589877912], ecPnt]

17271082237114661 662782139528 333954 -
135060936 698 181697 107 019792539131 -
982397059,

100485113 882867413 113 226 576 224 258 467 -
945 632 855 040 297 438 669 404 557 630 187 -
3337262617, ecPnt]

77039539 825354912 829 621 507 432 128 099 -
080227 116 487 899 322 574 405 235 729421 -
193756314,

19810300 289 411 477 639 048 480 556 880 870 -
950820 614 431 045 845 021 683 132 249 865 -
903583930], ecPnt|

93268138165 182 546 384 818 285702 418 187 -
945928 666 090 817 865 643 211434 544 562 -
242435789,

111279597 227 286 293 277 376 134 144 323 743 -
374311220963 861626 278010175 736 815 -
5690609271}

Ly := Lyu.1 Commitment to ecPnt|
halves of 14388906438 534 551094 002 496 836 880047 -
m and m 677016 190339915135357923 304 609889922 -
from P1 238095,

25350077021118 276994 302587 444563 735 -
933315591 300912219383404434462160 307 -

924273
Ry := Ryu-1 Commitment to ecPnt|
other halves of 101171956531732571746440210062672013 -
m and m 112905510995 303 776 665016 931002977 742 -
from P1 739679,

95465 264 805 104 010 998 282 450 451 339127 -
840467517 182 363 902 674 875 441 992 949 420 -
100229]

Generated random challenge
u.l = 60107283168128902360549399981388134586079393627328093194820115310250308340078

Fold @, ﬁ, §, C, D and P based on challenge ujp

Name Value

urpp = Uz.1 60107 283168128902 360549399981 388134586 -
079393627328093194820115 310250308 340078

Grext = U7iGro + UpGpg {ecPnt|

106047928 382 399 298 606 307 270553 659 199 -
565771566 643562941779995199 351454640 -
836231,

93720323795988478677 394413863093059165 -
226732196254 855469832899039748827 794 -
8137}
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Hnext

1= urpHio

g
+ Ugphhi

{ecPnt|
65798702696 8380764 213759080 205885559823 -
919736555092 196 315458956414 043 528990 -
417,
113060727953871578706455950897 122407 -
255435350435014 258540357 290902460111 -
7187641}

Bnext

1= umpBi,

15
+ UrpBpg

{ecPnt|
51263962075200262089977 527 991489154090 -
256 876495239263 853673968662 269 867 159 -
880,
59304 354354125370257 888899770035709731 -
793990653 314774277 689 815845108 336 596 -
6541}

Cnext

1= urpCyo

-1
+ uIPChi

{ecPnt|
3063446378215682504529818 388742295906 -
691774205907 395646 281960170478 485 277 -
782,
41711340372428252715592184575370511 221 -
524 887064978818572894 341476773483 215 -
4531}

Dnext

t= urpDyo

-1
+ uIPDhi

{ecPnt|
24816052915344061723394546168913174577 -
843710948969 225602687 365 265051 637040 -
815,
67401455371277 781651260916 671100331294 -
882258933658861019459735037 385044630 -
090] }
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I:’next, {h,b,c,d,W}

2= Pln,b,c,d,u}

2 2
+ UmL{mbﬁ,mw} + UNR{mbﬁ,mw}

{ecPnt|
89558932688492177722272018113494 238314 -
242283 658549690867 267 807 775428511718 -

321,

82308534977355512322370152 675903 609108 -
741121212616595116137 887 645130578579 -
276], ecPnt|[

2535106 563 306329634217 460 360 590 660 394 -
532660318333598601 313805 246253811670 -
167,

37905362638224769 609916 560569773911176 -
947719296 274603 389 536 502 708617 675 361 -
051], ecPnt|

112719119487721161889159211082551290 -
789635633197 790401234517 080402 764 506 -
322042,

59038507 861533321775922462484 860668 668 -
411724 675754721170660930498 202 940497 -
565], ecPnt]

105479895 284 880952 363906 946 754971019 -
937646107 950192 208 454 804 756 816 712 996 -
878277,

88367073377 840609503 965989028 276026025 -
955631419100797 652975414156 539639740 -
891], ecPnt|[

66576517 566 997 309876 776 372876 836199019 -
185475935761406 744 525505 228996 757 486 -
023,

90324928969 768165511842292293833554044 -
922 227263120569 797 649 525696 262179 099 -
046] }

Waiting to receive a@ from Prover ...

Waiting to receive be from Prover ...

Waiting to receive a@W from Prover ...

Waiting to receive beW from Prover ...

Iteration @ (Counting from 2 to 0)

106047928 382 399 298 606 307 -
270553659199565 771566 -
643 562941779995 199 351 -
454 640836 231,

93720323795988478677 394 -
413863093059165226732 -
196 254855469832 899039 -
748827794 813)

Name Semantics Value

Ng := Nny.0[1] I Halving Complete? True

ke := kp;.0[1] = © Halving Complete? P,V True
Go := G,.0[1] ecPnt|
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Ho := H;.0[1]

ecPnt|

65798702696 880764213759 -
080205 885559823919736 -
555092196 315458956414 -
043528990417,

113060727 953871578706455 -
950897122407 255435 350 -
435014 258540357 290902 -
460111718764]

ve)
S
1

B,.0[1]

ecPnt|

51263962075200262089977 -
527991489154 090 256 876 -
495239263853673968662 -
269867159880,

59304354 354125370257 888 -
899770035709731793990 -
653314774277 689 815 845 -
108336596 654 ]

ecPnt|
3063446378215682504529 -
818388742295906 691774 -
205907 395 646281960170 -
478485277782,
41711340372428252715592 -
184575370511221524 887 -
064978 818572894 341476 -
773483 215453]

Do : D,.0[1]

ecPnt|

24816052915 344061723394 -
546168913174577 843710 -
948969 225 602 687 365 265 -
051637040815,
67401455371277781651260 -
916671100 331294882258 -
933658861019459735037 -
385044 630090]

dp

108423123045658025157618 -
639588976361 816248958028 -
757952488070957 825485 293 -
867099

be

42898793650488454998791 -
851268901023693781135981 -
625855329285685978384189 -
744313

do,w

1375560257 280688522612 -
389858362182280930062576 -
340977657 137703999687 345 -
468197

be,uw

77752142049699130174929 -
194 338535297 301448986784 -
213237165185139643741664 -
012763
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Po, (h,b,c,d,w} = P2,{n,b,c,d,u}-@ {ecPnt|
89558932688492177722 -
272018113494 238314242 -
283658549 690867 267 807 -
775428511718 321,
82308534977 355512322 -
370152675903 609108 741 -
121212616595116137 887 -
645130578579276],
ecPnt|
2535106563 306329634217 -
460360590660 394532660 -
318333598601 313 805 246 -
253811670167,
37905362638224769 609 -
916560569 773911176947 -
719296 274603 389536 502 -
708617675361051],
ecPnt|
112719119487721161889 -
159211082551290789635 -
633197790401 234517 080 -
402764 506322042,
59038507861533321775 -
922462484 860668668411 -
724 675754721170660930 -
498202940497 565] ,
ecPnt|
105479895284 880952 363 -
906 946 754971019 937 646 -
107950192 208 454 804 756 -
816712996878 277,
88367073377 840609503 -
965989028276 026025 955 -
631419100797 652975414 -
156539639740891],
ecPnt|
66576517 566 997 309 876 -
776372876836199019185 -
475935761406 744525505 -
228996 757486023,
90324928969 768165511 -
842292293833554044922 -
227 263120569797 649525 -
696 262179099046] }

Co := agbe 50802272133873189188778 -
463155973251716683 768 205 -
680082583 600857092767 270 -
065 867

Co,w := Ao,ube,w 70417 494905 687 723108 590 -
833688312608761422 205629 -
541919203657017 687229748 -
318131
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?

Po, (nb,c,d,w) = Plhb,c,d,u] Sanity Check {True, True, True, True}

2 for Py
+ <UL, (h,b,c,d,u}>

2
+ <U, :RL{mb;,mw}>

Pm{hm,gd} 2 Ggag Check No.2{h,b,c,d} for {True, True, True, True}
+ {H,B,C,D}obp + Cog Verification of

Shuffle Proof

(with Inner
Product Protocol) ok?

Po,u 2 Godo,w + Hebo,w + Coug |Check No.2Ww for True
Verification of
PR Proof
(with Inner
Product Protocol) ok?

Inner product protocol finished.

Total Communication Cost
Type |Count|Names Bits
group (34 V, W, AW, SW, AL, SL, SRh, SRb, SRc, SRd, T3, T5, T1W, T2W, 8738
Lh.2, Rh.2, Lb.2, Rb.2, Lc.2, Rc.2, Ld.2, Rd.2, LW.2, RW.2,
Lh.1, Rh.1, Lb.1, Rb.1, Lc.1, Rc.1, Ld.1, Rd.1, LW.1, RW.1

scalar|21 r, u, y, z, w, X, taux, muh, mub, muc, 5376
mud, t, tauxW, muW, tW, u.2, u.l, a@, bo, adW, bow
total |55 14114

Verification succeeded.

Inspection of Pedersen Commitments (Multi-Key Shuffle
with Inner Product Protocol)

Request inspection of Pedersen commitments V, A, S, T; and T, (range protocol) as well as L[n ... 1]
and R[n ... 1] (inner product protocol) from prover to verify that his commitments were done cor-
rectly. Additionally (but not necessary), check other variables exchanged during protocol execution.

In[323]:=

InnerProductArgumentInspection[inspectionReply ] := Module[

{success,

LhInspectionFailures,RhInspectionFailures,
LbInspectionFailures,RbInspectionFailures,
LcInspectionFailures,RcInspectionFailures,
LdInspectionFailures,RdInspectionFailures,
LWInspectionFailures,RWInspectionFailures,

adWDefinitionOk,beWDefinitionOk,

adDefinitionOk,b@DefinitionOk},

(xCheck commitments L and R of every iteration of the inner product protocol

and the fully halved version of a and B, ag and bg.*)

—
arp

Join[i[l;;Min[{nmmz,n}]H,ConstantArray[e,Max[O,nwmz—n]]];

b = Join[F[l;;Min[{npmﬂ,n}]B,ConstantArray[0,Max[0,npmﬂ—n]]];
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a = Join[iﬁﬂl;;min[{nmmz,n}]],ConstantArray[e,Max[O,nmmz—n]]];

by = Join[Fﬁ[l;;Min[{npmﬂ,n}]],ConstantArray[a,Max[e,npma—n]]];

currentIteration = 1;

LhInspectionFailures = {};
RhInspectionFailures = {};
LbInspectionFailures = {};
RbInspectionFailures = {};
LcInspectionFailures = {};
RcInspectionFailures = {};
LdInspectionFailures = {};
RdInspectionFailures = {};
LWInspectionFailures = {};
RWInspectionFailures = {};

While[nzﬁcurrentlteration] # 1,

ciStr = IntegerString[k,[currentIteration]];
currentN = ny[currentIteration];

halfN = currentN/2;

= ky[currentIteration];

= EzﬂcurrentIteration];

= ﬁ;ncurrentIteration];

= E;Ecurrentlteration];

k
G
H
B
C - E;ﬂcurrentIteration];

D = D,[currentIteration];

P, = P h[currentIteration];

P, = P, p[currentIteration];

P. = Py c[currentIteration];

Py = P, g[currentIteration];

Py = Py y[currentIteration];

(»Split into lower and higher partsx)

E; = aﬁls;halfNﬂ;

Gni = G[halfN+1;;-1];
ﬁ;: = ﬁﬂl;;halfN];
EE = ﬁﬂhalfN+1;;—1ﬂ;
E;: = EEI;;halfNﬂ;
Bn; = B[halfN+1;;-1];
Eﬂ: = E[l;;halfN];
a; = EEhalfN+1;;—1ﬂ;
5; = Bﬂl;;halfNﬂ;
Dni = D[halfN+1;;-1];

a1, = apl1;;halfN];
an: = app[halfN+1;;-1];
bro = brpl[1;;halfN];
E;; EE;ﬂhalfN+1;;—1ﬂ;
5;:} = a,[1;;halfN];
5;;} = ay[halfN+1;;-1];

bio,w = bu[1;;halfN];
bhi,w = EaﬂhalfN+1;;—1ﬂ;



(xDigest into L and Rx)
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AppendTo[LhInspectionFailures, Lh<>"."<>ciStr]];
AppendTo [RhInspectionFailures, Rh<>"."<>ciStr]];
AppendTo[LbInspectionFailures, Lb<>"."<>ciStr]];
AppendTo [RbInspectionFailures, Rb<>"."<>ciStr]];
AppendTo[LcInspectionFailures, Lc<>"."<>ciStr]];
AppendTo [RcInspectionFailures, Rc<>"."<>ciStr]];
AppendTo[LdInspectionFailures, Ld<>"."<>ciStr]];
AppendTo [RdInspectionFailures, Rd<>"."<>ciStr]];
AppendTo [LWInspectionFailures, LW<>"."<>ciStr]];
AppendTo [RWInspectionFailures, RW<>"."<>ciStr]];

Lh = 310+Gni + Dni.Hio + 3o.bpi*g s
Rn = 3ni-Glo + Dio-Fni + 3pi.bio*g s
Lo = 310+Gni + Dpi.Bio + 310-Dpi*g
Ry = 3ni-Glo + Dio-Bni + hi-D1o*8 3
Le = 310+Gni + Dni+Clo + 310-bpi*g s
Ly = 310+Gni + bpi.Dio + 310-Di*g
R4 = 3ni-Glo + D1o-Dni + hi-b1o*8 5
Ly = mm + mm + m.m*g';
Ry = 5;;;.6;;; + B;:;.E;:; + EEEQ.EI;Z*g';
(*Check L and Rx)

If[L, # L;,p[currentIteration],
If[R, # Ry p[currentIteration],
If[L, # Ly p[currentIteration],
If[R, # Ry,p[currentIteration],
If[L. # L, c[currentIteration],
If[R. # Ry c[currentIteration],
If[Ly # Ly ,q[currentIteration],
If[Rqy # Ry 4q[currentIteration],
If[Ly # Lyy[currentIteration],
If[Ry # Ry,yl[currentIteration],
upp = u[currentIteration];

u! = modinvq[u];

ap = modq[qu*EI; + u‘1*5;;];

5;; = modq[u'l*BI: + qu*EEZ];

3y = modq[ump*arew + U *Aniu];
by = modq[u‘l*BI;; + Urpxbpz w3

currentIteration += 1;

s

(xLast, single-valued iterationx)
a@DefinitionOk = (ap == ap[1l);

boDefinitionOk = (ba = B;gﬂlﬂ);

a@WDefinitionOk = (g = 5@&1]);

beWDefinitionOk = (be,w Fwﬂln)s

Print[Grid[{

{Style["Expression",Bold], Style["Type of Check",Bold], Style["Value",Bold]},

{

n ? — — —
L{h,b,c,d,w},i = <ailo(Jw))Gihi> + <bihi(,w}:{H)B:C)D:H}i1°> + <ailo(,.,,))b

?

"Commitment",

{

>g'\nie[[log, (n)

ihi(,W)

If[Length[LhInspectionFailures]=:=0,True,"Failures: "<>StringRiffle[LhInspectic
If[Length[LbInspectionFailures]==0,True,"Failures: "<>StringRiffle[LbInspectic
If[Length[LcInspectionFailures]==0,True,"Failures: "<>StringRiffle[LcInspectic
If[Length[LdInspectionFailures]=:=0,True,"Failures: "<>StringRiffle[LdInspectic
If[Length[LWInspectionFailures]==0,True,"Failures: "<>StringRiffle[LWInspectic
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? _—

"R{mbm,ngi = <@y ,,0Gi,> + <bi, . {H,B,D,C,H}; > + <a;, .,bi, ,>8"\nie[[log, (n)

"Commitment",
{

If[Length[RhInspectionFailures]==0,True,"Failures: "<>StringRiffle[RhInspectic
If[Length[RbInspectionFailures]=:=0,True,"Failures: "<>StringRiffle[RbInspectic
If[Length[RcInspectionFailures]=:=0,True,"Failures: "<>StringRiffle[RcInspectic

If[Length[RdInspectionFailures]==0,True,"Failures: "<>StringRiffle[RdInspectic
If[Length[RWInspectionFailures]==0,True,"Failures: "<>StringRiffle[RWInspectic

}

k]

v

"be

}
{
{
{

"ap = successively halved appa(m]", "Definition", aODefinitionOk},
successively halved bpp&(m]", "Definition", b0Definition0k},

Ao, 0 successively halved a[mgﬂn”,w", "Definition", aOWDefinitionOk},

{"bmw g successively halved pr&(n”,w", "Definition", bQWDefinitionOk}

}, Alignmenta{{Left,Left,Left}},FrameaAll]];

success = False;
Which[

1;

Length[LhInspectionFailures]
Length[RhInspectionFailures]
Length[LbInspectionFailures]
Length[RbInspectionFailures]
Length[LcInspectionFailures]
Length[RcInspectionFailures]
Length[LdInspectionFailures]
Length[RdInspectionFailures]
Length[LWInspectionFailures]
Length[RWInspectionFailures]

V V. V V V V V Vv V
QQQPOQQ

>

0, InspectionFailed[StringRiffle[LhInspectionFailures,

(Y
-

InspectionFailed[StringRiffle[RhInspectionFailures,
InspectionFailed[StringRiffle[LbInspectionFailures,
InspectionFailed[StringRiffle [RbInspectionFailures,

>

-

InspectionFailed [StringRiffle[LcInspectionFailures,
InspectionFailed[StringRiffle[RcInspectionFailures,
InspectionFailed[StringRiffle[LdInspectionFailures,
InspectionFailed[StringRiffle [RdInspectionFailures,

-

-

-

,» InspectionFailed[StringRiffle[LWInspectionFailures,
0, InspectionFailed[StringRiffle [RWInspectionFailures,

1a@DefinitionOk, InspectionFailed["Definition of a@"],
1boDefinitionOk, InspectionFailed["Definition of be"],
1a@WDefinitionOk, InspectionFailed["Definition of a@W"],
IboWDefinitionOk, InspectionFailed["Definition of boOW"],

True, success = True

success

If[fiatShamirSingleKernel,
Print["Can not send inspection requests in Single-Kernel mode. Done."];
(xElsex),

TellProver[{"_inspection_request_

->True}];

inspectionReply = WaitForVariable["_inspection_reply", "Prover"];
(*Implementing timeout on wait not possible in Mathematica but needed in practicex)
If [MultiKeyShuffleArgumentInspection[inspectionReply],

1;

If[InnerProductArgumentInspection[inspectionReply],

InspectionSucceeded[];
15
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Waiting to receive _inspection_reply from Prover ...

Expression Type of Check Value

7 Permutation {3, 1, 2}

5 Shift 77055416 219496477 297 458718029586 723 -
439661 366871894090478002 190167 067 968 -
031603

A, L <aLu,B> + <apw,N> + oyh [Inspection True

Sy - <SLwsB> + <SpwsN> + Byh [Inspection True

h 2 sn(ﬁ) Shifted permutation|True

b2 sn(B) Shifted permutation|True

< 2 sn(d) Shifted permutation|True

a? sn(a) Shifted permutation|True

v sg Inspection True

Wl s"g + ouh Inspection True

an izq ST (k)

a_ :=q Multiplicative aggregat

ion of a, starting at 1

17398176 202481637751860114 248176047 -
760531156697 850321616127 992279049 328 -
252413

27 219552920418 278154622008 378 385 320 -
785396 869030159780024013 163024974396 -
033 246

Pn

102986942228 350997 637 870447182702 336 -
728859860977 331651452906 247 885964 411 -
195770

Pb

67750394590451778158 204940167 618 240 -
646217008969 775154 608 541150 812022072 -
315973

74713749057 188690 237921443 254967 297 -
886915577695515183 681394976026 396939 -
778234

Pd

55739259823876949789125654739186763 -
620164 8399119602539974 830065163 733528 -
027333

SL

{3490043951473342957 863 269612888825 -
370966098 959732 202668461 366 396 201 -
773608447,

81026870043438310759789738090565752 -
971348726422705469591555083035827 -
778970747,

109413017 180886 544487921683 678413534 -
566795499839518913016 004076708 382 -
233891835}
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SR

{12507 601 888 368634928041 736 808448 324 -
961591369924 503374677 351026235158 -
490466997,

63313909 303783745204827875316592779 -
921398731751274269282817433014526 -
141649354,

27472217458736686113 325566075 209874 -
854922 345 264 255234592930 381510746 -
121210239}

AL % <a,g> + oh Inspection True

S, % <s,8> + ph Inspection True

Sk,h 2 Sa,h> + pph Inspection True

Sr,b 2 Sh,b> + pph Inspection True

SR, ¢ I 5:,¢> + pch Inspection True

Sk, d I 5,d> + pgh Inspection True

Te ‘=g aT_ + Z3F

TZ =q SAL

?1 =q ynO?R - yg—l

rs =q yno?R

t3 17310733161837013592816310149157017 -
810465542261843218431452323969115777 -
752129

T3 103025787 400053846491173493263859547 -
421436948 279868469 816606692097 792 288 -
570268

T; = gty + hts Inspection True

Y — —

ty =q <lo,P3> + <1y,P1> Definition True

ts 79350839946051578713775231271034862 -
562040122148 254790044 338660946167 057 -
333318

Tsg 95538448397 885489565925 196 202909 322 -
984569 275766270781222063 297 280902 331 -
526819

Ts = gty + hts Inspection True

Y —

ts =q <1o,r3> Definition True

Tow t=q aLw + zy " + W whlyt

1 =q SL,w

Fo,u :=q Y"oar,w - yot

F1,W *=q Y oSg,u

te,u 42934228482704277171589913 215541505 -
806 599900158099 704059586 670717 978 694 -
400618

T1,w 91690863 698252499759127 603862000154 -
779781812325324670430965064128712168 -
545 446

Ti,uw z gty + htau Inspection True
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? _ RN

ti,w =q <le,wsP1,u> + <li,u,re,w>|Definition

True

touw 31797 358138604843034824747433975683 -
328471314573082373928816157 681987041 -
467 600

T2,W 4010814 831465664 235548265476115974139 -

001 360 816736986103 882851010375142831 -
463

? .
Tow = 8ty + htaLu Inspection True
? — N PP
to,w =q <li,wsr1u> Definition True
1 =4 To+1x2
P oizg Pix+rax3
lw :Eq le,w+111wx
Mu :Eq r‘e,w+f‘11wx
? R
Un =q o + BX2 + opX® Definition True
? s
Up =q o + BX2 + ppX° Definition True
? s
He =q o + BX2 + pX® Definition True
? s
Ug =q o + BX2 + pgx® Definition True
? 10 3 5 R
Tx =q Owy" "kx + T3X® + TsX Definition True
~A 2 NN e eas
t =4 <1,r> Definition True
? no1 2 R
Tx,W =q OwY =~ + T1,wX + T2,uwX Definition True
A e R
tw =q <ly,rw> Definition True

Expression Type of Check|Value

Lihb,c,dw},i = <aim(M},G;;> + Commitment {True, True, True, True, True}
<bih5,”w,){HJ B) C) D) H}ilo> + <ailoglw}‘vbihi()w} >g‘

ie[log,(n)7...1]

R{mb,d;,w%i z <aim(Mn,GI;> + Commitment {True, True, True, True, True}
<bilo{’w'.){HJ B, D, G, H}ihi> + <aihi{,w}’biln(,w) >g‘

ie[[log,(n)7...1]

ap : successively halved 3[1og, (n | Definition True

be 2 successively halved b[hmz<mW Definition True

Ao, z successively halved a[10g, (n) |,W Definition True

be,w = successively halved b(bgzm>hw Definition True

Inspection succeeded.



